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E} Federated Authentication Service

O Not Configured ~ Ccomment:
@) Enabled

O Disabled -
Supported on:

Options: Show Contents \;Ii-

List the installed servers in youl . DNS Addresses

DMS Addresses Show...

Value
3 fas-1 citrdest net|

OK || cCancel |
| E

OK Cancel App

FlEg6. FASE KX RT3 —N—DTLEH R X1 % (FQDN) ZASILF T,

AR *’Ei&@FQDN%’:]\ﬁ?’%%A 1) X kDB IEStoreFronttt —/N\— X VDADRBI T—E L T
WBREHAHD 9, i EHFELIEIKRERBOVINIVMNIDNEENE T,
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FIR7.OKZ V7 Uy I LTIIIN—TRIUS =04 —RFZRT L. JIL—TRIS—DEEZEA
LET. ZEZAMICTBICIE. I U2BEHTZH (F/3OY Y RS54 >h Sgpupdate /
forcez £179 %) . BRENHBZIHENHD £,

vy a YARIERAEOYR— FeOy 7RO
A |n-session Certificates — O b4

1 In- ion Certificat . .
E} n-sessicn Certificates Previous Setting

(C) Not Configured Comment:
@ Enabled
O Disabled
Supported on:
Options: Help:
Prompt Scope | Per-process ~ Certificates and private keys securely managed by the Federated

Authentication Service can be made available te pregrams running in
users' sessions, If this policy is disabled, this feature will be

Consent timeout (seconds): :
unavailable.

|30

If this policy is enabled, the Prompt Scope setting will control how
Disconnect on lock users are prompted for consent. There are three options:

- Mo consent required  -- This option disables the security prompt
and private keys are used silently.

- Per-process consent  -- Each running program will individually
prempt for consent.

- Per-zeszion consent -- Once the user has clicked ok, this will
apply to all programs in the session

If this policy is enabled, the Consent Timeout will control how long
(in seconds) the consent lasts, So for example, if set to 300 seconds
the user will see a prompt every five minutes, A value of zero will
prempt the user for every private key operation.

If this policy is enabled, it is also possible to automatically disconnect
a user's session rather than display the legon prompt. This
functicenality provides similar behaviour to the "disconnect on smart
card removal” policy, and is useful for situations where users do not
hawve Active Directory logon credentials,

v 3 YREEAZ DY R— b+

T 7 4L RT3 VDAIZOT Z Y RISGGEREANDT7 I L XZFHA L A, BEITIELT. 7
W—=TRV>—FoTL—bEFERALT. £y aYRIERAERICSATLZEBRTETET, N
IC&D. O A VRICA—HY—DEAEBEZER F7ISFBESEIEESN. 7V Tr—>3 > T
BTE3&L5I28DFT, I zIF. VDALY S 3 VR TWebt —/N\—ADTLSFRAEN N E R I5
. TDEBEZE LInternet ExplorerCERTE £ 9,
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m BB IOY5I ]

CDRI—DEMIE>TWVWBIHEE. I—Y—»IEEEZOYITDE. A—HF—Dtv 3y
ISEEMICYIBi SN E T, COEEIZ. TRY—bA—RERONLEOTET RS —ERED
EFEZIRM L. 22— —H'Active DirectorydJ 7 U BRIBERZFT O TLVAVRRETRIIBE X9,

Ow IR & —Id. VDALDIRNTOE Yy avVITBERAINE T,

Federated Authentication ServiceBEEJ > —JLD{ER

FASEEOYY —JLIZFFASO—ERE L TA VA —JLENE T, 7 > (Citrix Federated
Authentication Service) XX — X Za—ICBEETNE T,

BEIOVY - ZHTERT 2K ARET T — bORER. SAREORE. ELU
FASHEIPAREZ EA T 2 7c O DEBRZIT> 7O R ZHA FLE T, —HBDOFIEIF. OSHERK
V= ZERLTFHTRT IS LHTEET,

- Citrix FAS Administration Console - connected to localhost I;li-

Initial Setup ‘ Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deplay the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

AAEETIL— BT

DY 7 b 7 EOHEEERMOREZ TS 7285, FASIZIHBEDBE®D =& |23 D DCitrixsEFA
EFVL—bERBEHLED
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Citrix_RegistrationAuthority_ManualAuthorization

Citrix_RegistrationAuthority

Citrix_SmartcardLogon

5D 7 > 7L — hidActive DirectorylC BT 2RENHD £9, IV —ILRENSZRD
IFonaWEs. SBAET Y L—hOBHY — )L TA VA M=ILTEET, COV—ILIE
Enterprise 7 # L X F = BRI 31ERZIFOT7AT M LTERITIZIMNELRHD £7,

Important:

When you click "0K" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_5SmartcardLogon

Deploying certificate templates may require yeou run this tool as a
Domain or Enterprise Administrator,

This step can alsc be performed manually. For more information,
consult the online documentation.

| ok | | cancel |

TUTL—FDREIF. FASEEHIZA VR =)L ENBHL5EF . certificatetemplate DXML T 7
WICHD FT, BARIFRODEED T,

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

NSDTYTL—hrT7 700N ZA VR =)L ZERNERVIFEIE. Active DirectoryEIEE (1
EBLTLIZTW,

TFOTL—brEFEHTI VA M=ILTSICIE. ZOPowerShellAY Y REFERALE I,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryiEBAE Y —EXZ€Y N7V T3

CitrixsEEBZE T > L —brE A X =)L LTz, 1 DU EDMicrosofts B —/\N—T RT3

HEHHD F 9, Active DirectorysEFAEH —E XDEBRAEICDWVWTIE. Microsoftd K 2 X >

FeERLTLIETL,

TUTL— D RLCEDHLIDOY—N—TRAHETNTUVARVSEES. SOty F 7y Y —

WEENSZRATBIEZRELE T, COYV—ILId. FAKEZ EE S 5 #RzHFD>1—
H—E LTEITIBREDNHDE T,

(GEBRZF > 7L — kld. MicrosoftSEBA#EE > Y — L2 ERAL TR ABETR3cHTEFET, )

41 Set Up Certificate Authority -

Important:

When you click "OK" the following certificate ternplates are
published on the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator,

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

ca-1 citrixtest.net\citrixtest-CA-1-CA |~

OK | | Cancel |

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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Jx7L—>a Efii—EXE2&ER TS
COFIEICED. FASOEGZENFHEINE T, BEI>Y —ILIE.

Citrix_RegistrationAuthority ManualAuthorizationT > 7L — b & EB L CALFAZEREZ4EM L. €
DT> 7TL— bR LTVWSIERA#EEOVWTNMIEEFELF T,

= Citrix FAS Administration Console - connected to localhost = =] =

Initial Setup ‘Rulesl Advanced‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

i Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority conscle to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publih the For maore infarmation, consult the online documentation.

Authorize this servi Certificate authority E—

ca-1.citrixtest.net\citrixtest-CA-1-CA

Create an authorizatien certi

Create

Create a rule

Arule defines a smartcard-cl]

You have no rules configured.

ERHMIREIND . MicrosoftSERBEE > Y — ILOFEEHRDER) X MMRTINE T, FASD
W ZEHITI DRIIC. AR EIRE IXBERERTIINERT TN EBIRTINERHD
To FARERIF. FASYO Y T7AHTY O S DHRBADERE LTRRINBZZCITFRELTLE

TL,

IFiIe Action View Help I

= 7oz H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Mame Request C
4 d citrixtest-CA-1-CA B4 - BEGINME.. The pmarstinn comal  Toboolledor Cobcoiccion 37407040 400 CITRIXTEST\FAS-1%

1 Revoked Certificates All Tasks 3 View Attributes/Extensions...

[ lssued Certificates Refrech Export Binary Data...

[ | Pending Requests :

[ Failed Requests Help =sue

] Certificate Templates Deny

< m [ >

Contains actions that can be performed on the item.

TRTDRRAI=HTV )y T L. SEAEERICH L TRITI BB ZEIRL 9, FASEEIY
V=L, COTOCRNTET LIS CZBEMNICRELE T, ChICEBDHI D B5ELHD
9,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Puklish" te publish the templates on anether certificate authority.

Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment,

You have no rules configured.

-5 —RA DB

J—H—#RBIL. StoreFrontDIERICHK > T, VDAOAS A > E LUty 3 Y RERDI=H DR
EORT2ERDL T T, FRHAF. RS ZEKRT % 2 EHEE TN TL BStoreFrontt —/N—.
AREZERTES 21— -0ty b SLUVHRAZSZFERAT S EHFAITNTUVSVDAT Y
YDty b EIBELET,

FASOt Y b7y 72T I3ICIE. T4 FDORAZERTBHEN DD 9, RAIZIERT
BICIERZ Vv o9 3h. TRAL 2T7ICUDBEZTRAUOEREZ7) v I LET, V1T —
Fig. RAZERT B7DICHBRBRZINELF T,
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= Citrix FAS Administration Console - connected to localhost |;‘£-

Initial Se-tup Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default V74 TE[ Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.ctrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Mot configured
Cloud rule: No

DA F—RICE>TUATOBERNMESNE T

To7L— b A —GBREORTICERAINZMBEET VL — k., ThiE
Citrix_SmartcardLogon7> 7L — k. FLIFEOEEIN/LIAE—THIBELNHD X7,

SEEARSRS: 01—+ —SFERE % T3 ZEEAKRE, T 7L — MMIEEBEEIC K> TRARBThTW3
RELRHD ET, FASIZ. 7T —ILA—N— BRI ICERDOIREREDBME Y R—
LTWET,

vy arvRER Ly avYRERZHAA 72 a3 ik VDANDO O 4 VEICHIEEZFERAT
ERINEOH L £9, FREERICA—H—DEHEIC TV ERATESR L SICLIEVERICD
Hy CDATarEBIRLTLLIESTV, COF TS g UAERINTUVWARWEGS. SEEEIXO
THAVELISBERICOAMEAIN. SRAHRICI— —IFERZICT 7 EXTET EHE AL

PO MO=)): A—5—0OJ A > F1-I3BERDO-OICGIBAE®ERT D HHAKRES
Nf-. EETE3StoreFronthF—/N\—<I>>D1) X bk,

TOEAAV FO-LEREFIEF2V T LEETHD. EEICEEITINENDHD T T,
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Securty

Group or user Names:
-STF-1 {CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

HIBR: FASEFHEL CaA—H—%20OJ A TEBVDAYI VD X b, FASTEL TAEFHER
TTEB32—H—DU X ko VDAD) X FET 7 # /L k TDomain Computers, Z—H—®D 1) X +
I¥7 7 #JL k- TDomain Users T H\ 77 4L bHARBYIBIZEIRBEETET XY,
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Securty

GI’GIJD ar user names:

" 4 Domain Computers {CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

O—#5 34 X &N izEff(/en-us/federated-authentication-service/1912-ltsr/media/allowed-

users.png)

73U KA RETR— SN TULEEA.

RELGERE

B3 70ONT1 CHERZIFDOLSICHEMTET S, BR3ZMAET VL — M ERIEZEBRY
B1cHDEMDRANZIERLTETE I, CNoDRANF. E4RBStoreFronth —N—TEAT S LS
KB TE. eN5DOY —N—FFHLVWRAIZGHITERT DL S ICER T IBENDD XTI, T
7 4 )L b TlE. StoreFrontidFASIC#ERT 9 M ICdefault zERK L £9, Chld. JIL—TRU S —
BRA T 3 AL TEETERD

FLWABAE T > 7L — b ZERR 9 %IC1E. MicrosoftsEEA#REO > Y — LT
Citrix_SmartcardLogonT> 7L — b Z&E L. %EIZZE (f : Citrix_SmartcardLogon2) L

T BEICIGCLTEELET, BMZI7U v I LT FILWIARAE TV IL— 8RBT 3H LWL
J—H—RAIZERL £,

FwSIL—RICEAT3ERER

s AVTL—RT7YTIL—RZRITITBE. INTOFASH —N—REMNMREFINE T,
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o 7I)LBIGEDVirtual Apps and Desktops 1 Y A b—5—%E{TLTFASZ 7Y U L—KRLZE
ER

« FASZ 7w 4L —RJBHIIC. Controllere VDA (BXUVZFDMOIAF7IAVR—2V ) %
MBRN—=a NI T Yy FIL—RLTLIET L,

e FASE 7w I L —R 931, FASEIEIVY—ILHABHALTWA I e 2L T ETL,

e BIZDBRCEBHIDDFASH —/N\N—DFIAEABETH 3 Z & SR L TL7ZE L\, Federation
Authentication ServicehE%h7%xStoreFrontthr —/N\—H 5 —N—|[CBETETHRWVES. 1—
H—ZOT A LD 7TV r—> g a2EHLIEDTEEE A

EXa) T ICRET3EREHR

FASIZ. RXA2aA—H—(ICRDL->TEENICGGIAZEZR T CET2ERMEEIAZE 2R >TULE
To TDD. FASH—N—ZREL. ZOERZHIRTZ7cdDFaUTs RIS —ZHRES
FUREITBUEHEETY,

EEINEBERI—T 2R

FASIZ. BT — 1Y b L THEET A TaA—H—EBAE R KT L £ 9, MicrosoftsFRA1LRES
&, FASH—N—DERATEZ T 7L —rEHIHL. FASH—/N\—HEIRAEZHTTET 51—
H—%HBRTEET,

A—#1 34 X &N izEfR(/en-us/federated-authentication-service/1912-ltsr/media/delegated-

enrollment-agents.png)

Citrixid. FASHAER L7 —H—ICOAMBEEERITTETELIIC. TNHDA T 3 VU %EHRTE
TR CEBCHELEY, e zid. FASHEERBES I —TF-3FEsni-2—v—4IL—7
DA—HY—I|CAAZEEREITITIDEHESCZIF. BLWEIETY,

7O ZEH) X~ DS

OA—H—FRAIDEBRE IS a > THATNTWVWS L SIS, EEBEENMRITEINBMEIC. FASICI—
HF—IDET7H—bTEEFEINTVSStoreFrontth —/N—D ) A N ZBRTE2HREHLHD F
T BERKIC. EDOIA—H—ICFEAENRITINZ D BLUVPLEDVDATY S VIIFRFETE 3 h =l
BT 9, Jhik. BET B1ZEEDActive Directory £ 7o (FSEER#ERE D 2 1) T #EEEICHIIZ T
ThnExEd,

T714T7 I 4—ILERTE
FASH—/N\—ADIRTDERFIL. — F8OEH THEESREE & N/=Windows Communication
Foundation (WCF) Kerberos%w k7 — U #&G = ER L £ 95
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AR NOJDER

FAS VDAIE. WindowsA AR FOJICIEREEZTIAAF T, CNiF. BEPIUVEEREBHRE L
TERATEET, 1RO avilid. EREINZEREEOH DI IR FOTIV R

MU FETNTVET,

N—Foxz7tEx*xa)5FoaESa—I)l
FASIC &> TRT SN ic 1 —H —SFRZOMERE ST INTOWERIZ. Ry hT—oH—E X
FHIY Mok oTI O RK— FRTEELRBRY LTHRESNET, tXa1UToHKYS—TH
By SNBIES. FASIHEEEMN—RY T 7EFa )T+ ESa—ILOEREEYE— R LET,

ELAILDOBESILERRIL. FederatedAuthenticationService.exe.config”Z 7 1 L CHIATE £,
NS5 DFREIF. MERBIRINMERIND CSITERAINEY, Lich>T. EREEOWER
(e ZUE. 4096E Y b TPMIRFE) TV RA LA—H—FAEICIF. BERZBEZFEHRATE

EJCRS

NFA—5—

ProviderLegacyCsp

ProviderName

ProviderType

KeyProtection

KeyLength

g{l{l

B

truelZERE T B . FASIEMicrosoft CryptoAPI
(CAP)ZERL £9, TNUNDIHZE. FASIE
Microsoft Cryptography Next Generation API
(CNG)=fEAL £,

EHRTBCAPIFIZCNGFONTE —D%
8o

Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/\7 1 PROV_RSA_AES 24 51
L &9, CAPITHSMZfERLTH D, HSMA
VA —HRREE LBWVWRD., EiZ24TH 3
MHENDHD X7,

MEEX—0 TTORR—rAJEEl 757 %H|
WMLFEd, Ffeo N—RFUZT7THR—FZTh
TW3IHE. Trusted Platform Module (TPM)
F—XL—=COFEABHFEILFET,

RSAMEF—DF*—K, T R—bhINTWLS
fE1£1024, 2048, 4096 T (T 7 #JL b:
2048),
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PowerShell SDK

FASEIEOYY =L U FILEBERICEL TWETH. PowerShellf > X—7 1 RIELDEE
BATOa>oERBHLET, AV —ITHRTETRVWA S a>xFERT 355, Citrixl S
ICPowerShell DA ZERT3 e 2#HEL XS,

DAY KidPowerShellAY > RLyw ZEEINL F 9,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT RLy hDOANIILTHFRRT BICIE. Get-Help \<cmdlet name> ZfER L £9, RDKRIC. *
HIZEEDPowerShellEEE (New. Get. Set. RemoveRY) 2RI WK DOHADIATY Y RERLE
ER

avYR B=

*-FasServer BEDBREICHBFASH —N—%2—BRT L.
BHERL £,

*-FasAuthorizationCertificate BIRERAIIRAE T EIEL £ 9,

*.FasCertificate Definition FASHEEFBEZE DXL ICER T 3/\NTA—2—%
HIEL £95

*.FasRule FASTHEH NI —H—RAZEEL X7,

*.FasUserCertificate FASIC&E > T v v adN/-iAE*—&

~L. BELFET

FASH—N\—ODTF7 RL XAZIEETD T, PowerShellAY >V RLyw bZE)E—FTERTEE
ER

FAS PowerShell A< > R L v FDEEHIC DLW TIE. PowerShell ¥ > RLw b ZEBBELTLIETE
LYo

(<]
NTA—=IVAAI I RA—

FASICIZ. BEEEMNDNT 4A—<I >V RATEZ2—01y FHAAEFNTULE T,
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®

Performance Monitor = =]

@ File Action WView Window Help

e @ D= 8

@ Performnance

4 _g Monitering Tog
B Performanc

I [ Data Collector
b g Reports

125315 12:50:22

ROKIC. FATTERBATYR—ZRLET, IFLALCDAT Y RZ—IE. 5HEDOBEHTFHTT,

%l

TOT4 Ty ay

[EBFCSR

M RIRIE

BT

AERAEH

17%H7=D DCSR

&/R/S

A

FASICK > GBS N EFDEL

ERFICAIE T N B EERREER D,

1R BT DICRIT SN B WERIREDO,

AAEZERS LUBRL T BDICH D BE
FEﬁo

FASICFH v v aINTUVWBIREEDH,
19 HT=-DICIBINZFRAZEELRERDH,
FASH T193H7-D DCSRE TZITANTIRE
BREROHEE, E8f OLITVVEZE

ZBE. Ty aroEENERT B HeM
NHO XY,
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1R>~OY
RDRIF. FASICE >TERINZ IRV FOJIY MU ZRLTVET,
HEARY b
CNEDARY MME FASH—N—TOBEEEICIGLTOJICRERINE T,
aoJ3—Fk
[S001] 77t R3EFE: 21— — [{0}] IZAdministrators 7 IL—T DXV N—TIEH D FEA
[S002] 77t RIET: 21— — [{0}] 13182 [{1})] DEEETIEIH D FHA
[S003] BIEEE [0} B XY TFHUXE—FZ (I ICRELTVET
[S004] BIEE [{0}] ACA[{1] 7> 7L — bk [{2and 3} ICEERL TVWET
[S005] EIEE [{0}] MCA[{1)] DAEREEDHELTLET
[S006] EIEE [{0}] H'H¥TL LWEERREESR [{1})] ZERL TV &S
[S007] EIEE [{0}] NEEPAEER [{(1)] ZEH L TLET
[S008] EIEE [{0}] NEEPAEER [{1})] ZHIFRL TLWET
[S009] EIEE [{0}] YT L LWMREIZ fERL [{1}]
[S010] EIEE [{0}] H'1RE%= B [{1}]
[S011] EIEE [{0}] HM1&E= HIBRF [{1}]

[S012] BEIEE [{0}] HA'EERBE %= {ER R [upn: {1} sid: {2} role: {3} Certificate Definition: {4} Security
Context: {5}]

[S013] BIEE [{0}] H'SERAZE % HIBRH [upn: {1} role: {2} Certificate Definition: {3} Security Context:
{411

[S015] BIEE [{0}] MEERREZEEKRZ /ERH [TPM: {1}]

[S016] EIEHE [{0}] N EERAEAEE = 1 > 7R— A [Reference: {1}]
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aJa—Fkr
[S401] #BRD 7 v T L — K& E1TH -- [From version {0} to version {1}]

[S402] > —: Citrix Federated Authentication Service |& Network Service ¥ L TRIT9 2 HEH
& D £ ¢ [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— & X — X % #&H#9 I E EH
[S405] LA R DS T—RER=ZAADT—2BTRICTS—HIEELF L7 [{0)]

[S406] LA R UDST—ER—ZIANDT—2BITHART LELE (F - —GAZIERITT
nEtA)

[S407] T—AR—ZDBRCFET 37D, LYZXMNIR=ZADT—RIFT—EZR—=XIIBITIN
FHATLLE

[S408] #EBZ A>T L— R TE £EA -- [From version {0} to version {1}]

[S409] ThreadPool MinThreads (& [workers: {0} completion: {1}] 5 [workers: {2} completion: {3}]
AEIhFLE

[S410] ThreadPool MinThreads % [workers: {0} completion: {1}] 'S [workers: {2} completion: {3}]
ICFAETEFHEATLL

ID7H—> 3 > DER
NEDOAIRY NI EEESNY—N—Pa1——OFF > %2 T7H— LI ZFIZ. FASTH —
N—TRIFICOJICERINE T,

AJa—kr
[S101] Hr—/N—[{0}] I&. O—JL [{1}]] TIDZ7H— S 2RI H D FHA
[S102] H—/N—[{O}] IE UPN [{1}] Z 7 — h TE XEATL Tz (BN {213}

[S103] H—/N— [{0}] |& UPN [{1}] SID {2} #ER L F L7=h JLw o7 v FESID {8 #RLEL
Y

[S104] H—/\— [{0}] & UPN [{1}] £ 7H— FTEFHATLT (UPN IZO—)L [{2]] Io& > CEFa]
INTVELA)
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AJd—Rk

[S105] H—/N—[{O}] IFIDF7H—> a3 >ZHTLEL [upn: {1}, role {2}, EF¥ a7 OV TFR
b [{3M]

[S120] [upn: {O}role: {1} EF a2V T A TF AN (2] ICEEBBEZFHITLTVWET

[S121] [certifcate authority: {2}] IZ& T [upn: {0} role: {1}] ICSERBEMRITESNE LT
[S122] & H—/N\—DYNBEBE T [upn: {0} role: {L}][13H7=D D)7 TR M {2}

[S123] [upn: {0} role: {1}] [exception: {2}] DIFFAEZE A HEITTITXFHATLE

[S124] [upn: {0} role: {1}] MEERAZE % [certifcate authority: {2}] [exception: {3})] THRITTITXFHAT
L7

SERAEFIAR E L TOEE
N5DARY MMEL VDADRI—F—%O5F T2 FIC. FASH—N—TERTEICOJ I
SECERSMNE T,

aJ31—k
[S201] SERBEFIRMEI [{0}] IFNRT—RICT7IVERXTE £ A,
[S202] sEBAEFIFMAI [{0}] IFEERRZICT VXA TE FH A,
[S203] GERREFIAM [{0}] 1FAT F Y CSPIC TV ERXTE FHA

[S204] SEBBEFIBR [{0)] A [upn: {1}]] @O # > CSPIC. 1&E: [{2}] [Operation: {3}] & L T«
(AN ICE > THEBINTTZIEALTVWET

[S205] UM Lc 7 Ao > b [{0}] 1. 1&%E [{1)] OFFREFBRITIEH D FHA
[S206] MU' LTt 7 HU > b [{0)] IXEEREEFIBAITIEH D FHA

[S208] W+ —1R1EN KB L % L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error
{4} {5}

v a3 VAREERE T —/\—
CHBDAIRY ME. I—H—ht v g VRIEBEEEERT 3 & S ICFASH —/\—IlC O 28R
SNET,
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AJad—k
[S301] 77 RIET: A—H'— [{0)] IIREBRXI—FH—RADT7 I ELRHD FH A
[S302] 2 —1— [{0}] W REAR{RE X< — k53— K [thumbprint: {1}] Z#EXK L £ L 7=
[S303] 77 RIES: 2 —H— [{0}] IFREIT—FA—F [upn: {1})] & —EL £ A,

[S304] A—H—[[O) A OA>Ea—2—[{2}] TFOY T L [{1}] ZE1TL. WEERE [{6}] ICRE
A — k53— K [upn: {3} role: {4} thumbprint: {5}] ZEA L TWLE T,

[S305] M SIEIED KM L £ L 7= [Operation: {0} upn: {1} role: {2} containerName {3} Error {4}

{5}

FAS7H—>3>F301>
CNEDARY MIFASTH—> 3> 7S04 vic&-oTOVICETEREINE T,
aJa—Fkr
[S500] FAS7H—> 3> F S04 Uh B INTULWEE Ao
[S501] R S NT-FAST7H—> 3 > 554 %2 0O— R TE XHATL T [exception:{0}]o

[S502] FAST7H—> 3> F 551 >hAa— R ENE L7 [pluginld={0}] [assembly={1}]
[location={2}]o

[S503] H—/\— [{0}] IFUPN [{1}] ®7H— MK L £ L7 (AT 4 VD RE I N E L ieh
T3040 )] IEEFNEHR—FLTVEHA)

[S504] H—/\— [{0}] IFUPN [{1}]] D7 H— KB L £ L7 (O F ViEDRE I NE L7=DN
B SNIEFASTS 1 D H D EFHA)

[S505] B —/N— [{0}] & UPN [{1]] D7 — MMZKBMLE LI (01> {20 (dOT # Vil =
AT—RABNEXvtE—J {4 THEEBLELE)

[S506] 751> [{0}] l&. H—/N—[{1}] B5D UPN[{2]] dOJ F ViEt#flz X vt — [{3}] T
TIFTANEF L

[S507] H—/N\—[{0}] IEUPN[{1]] D7 H—FZEKBLELIZ (71> [{2)] DI [{3}] = X
O—L&FXLTK)
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[S507] H—/N\— [{O}] IS UPN [{1}] D7 H— MIEKBMLELE (71> (2] DA [{3] = X
O—L%xL7%)

[S508] ' —/\— [{0}] I UPN [{1}] ®7H— MIKBL X LT (77t RUEARHEINT LD
T304V 2] BENZYR—FLTULWEEA)

[S509] H—/\— [{0}] & UPN [{1}]] 7T — MK L XL (PO RAEBENREINF LA
B EINIZFAS 750140 HD £EA)

[S510] H—/N—[{O}] IF UPN[{1]] D7 H— MZEKBMLE L (o RMIBIEZ TS0 10> [{2)] I
SO TEYPERBRINELTR)

Qg% >
NEDARY NI, OFF VERFERIC VDA ICEEREINE T,
OJ3d—Rkr

[S101] ID7H—>3>Od A ICKkBMLEF LT, BTNV I 7L —> 3 VERRET—E X [id:
{01

[S102] ID7H—>3>OdF IR £ LTz {0} @ SID Z1&RZFKTE £ AT L7z [Exception:
{1K2}]

[S103] ID7H—>3>Od A ICKBMLEFLTce 2—H— {0} @ SID I& {1} TIH. HiFSND
SID X {2} TF

[S104] ID7H—>a3a>OJ A ICKBLE LT 77 L —2 3 VEREEY — E ANDIERICKK
L £ L7=: {0} [Error: {1} {2}]

[S105] ID7H—>3>0OJ 4 >, O 4 > [Username: {0} Domain: {1}]
[S106] ID7H—> 3O 4 >, O4 4 i [Certificate: {0}]
[S107] ID7H—>a3>O0F VICKEL £ L7, [Exception: {0}{1}]

[S108] ID7H— 3 > # TS 27 L, ACCESS_DENIED [Caller: {0}]
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v g VARAE
NEDARY NI APty a vRNEBEZFER L LS & Lt TICVDAICOY EEER
INEJ

OJ3d—k

[S201] (RIERAY— b H— R 72 XIF [{0}] IC& T [PID: {1} Program Name: {2} Certificate
thumbprint: {3}] ICX L THEEEINE L

[S203] R AY— b~ H—RHY T2 X7 L 721 RIEF [caller: {0}, session {1}]

[S204] RIERARY — b A—RHY T XFT Lo AR— b A—ROYR—HEHTY

AEEAEERE F —RT DERL

NEDARY ME. FASH—N—DELARNIILDES{HIREEET LI T ICOJEmen:d,
Osad—Rr

[S001] TrustArea::TrustArea: - >~ X b — )L S N7-5EBAE [TrustArea: {0}] [Certificate {1}
TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: PKCS10') 7 T X k% {ERE L % L 7= [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0} MachineWide: {1} Provider: {2} ProviderType: {3}
EllipticCurve: {4} KeyLength: {5} isExportable: {6}]

[S017] PrivateKey::Delete - N> ~ [CspName: {0}, Identifier {1}]

aJa—k
[S104] MicrosoftCertificateAuthority::GetCredentials: {0} B9 2RI FTESTNE LT
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& DiX{E LS — [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest 4T X L 7=5EBEZE [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &F3#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]
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BEEHR

. —HZRY7ZFASERIIE. Deployment architecturesiCE & H5NTWE T,

« THow-to] §2Z L. Advanced configuration BN I NTWVWE T,
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EBE7—*70F+%

IEC®IC

Federated Authentication Service (FAS) (&, Citrix® J>7R—%> ~kT&hbD. Active Directory 5EFA
ET—EREMBETSHLT. A—H—HCitrikdRIBN TS —LL XICFREEE NS C & ZHREIC L
F9., CORFaXVITIE BRICELEIEZFIEAFRAT—FTIFVICOVWTEHBALET,

BMICT B L. FAS (32— —FREEDRE ZERR E N StoreFront —/N—ICEEL X T,
StoreFront (I, T=HFD Web 72/ O —ICEDVWTIHEBRINT-EIENBREAAHRIA 7 3
H®HDO. StoreFront SDK 1ol —RN—T1 D IS TS5 T 1 > FERAL TEHBICHERTET F
T, BEANLERETEZEIE. Web U M- —%ZFREAITET 3R T 0/ O —THNIL. Citrix
Virtual Apps F 74 Citrix Virtual Desktops™ EBREANDOT A VIERATEF 3L DICHB 272 T
ER

CORFaXYRTIE BESHETICONT, hy FLALOBET—FT 7 F v OFIICOVT
HEALET,

- NEBRER
« MUY IRF—bTTAOTFOA

ADFS SAML

B2B 7ho> bk wvE>Y

4> RIZ10 7a—)L AD ADE

BIE S 3 FASEEEADD Y IMREINTUVEY, IRTODT7—FTIF¥ICDOVWT, 1R
c—JLE1BRE DEEED FAS OREICETZIEER) 7 7L VX T,

L&

FAS (&. StoreFront |Z & o TEREE X 17z Active Directory 21— —(CXHh>T. A¥V—hAH—FK7Z
SADREZBFNICRKIT IS CZFFAIINTUVE T, Tk, EEENMIEIY—FH—F
Z7OEY 3 Z>JTE3Y—ILEEED APl ZEEBAL 9,

O —H—H Citrix Virtual Apps™ Z 7z Citrix Virtual Desktops Virtual Delivery Agent (VDA) [Z {7
TN L. SRENIYIVICTRYFEN. Windows R XA VIO F V2 BEDIAY— M F1—
ﬂL,\I:LI-.E 2: L/—CHIL.\E& L/ i -3_0
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NS R

FASHER T2, A—H—I XS X ERFAA T2 3> (Kerberos> VT I A F %S
L) Z=ERA L TStoreFrontiICZLICERE L. TR ICERAE S N/=Citrix HDX™t w > g VICEHR TS
£,

CHUICED, I—H—ERERP AT — b H—ROPINZ AT S SO T k7% L TWindowsERE
DABEICRD, SV TIINHA VAU —ERBRED MRESNINRAT—REE) HeEZz@EHE T
BRENGRLCBEDET, Cnldk. UFID/N— 3 > DCitrix Virtual Apps THIFRI8ETZ o foKerberos
Constrained DelegationOd4 7 Ve BT D OICERATET T,

IRTDIA—H—F. AN— b H—FZFEBLTIVRRAY TN RICATF Y LTVEDE
SHCHDHET, Ly aYHTRERA VT SANIIF v (PKI) FEREICT7I7ERXTEZ
Jo CNUCED. A= H—RU—F—ZFEBWVWAI—F TR TLY M REDT/NA R
M5 TH, ZBRFBIAETTIADRL—IBRBITHAIBEICHD £,

CORBETIE. FASEERTIAFH LW —N—hEBMNcNn, I—HY—ICRKH>TAIY— A=K7
SADIAE = RITI DERISEZ6NEFT, CNSDIAEIX. AY—bA—FOTFHME
BEInihoLSIC. Cirik HDXBEDI—H—twv g icOd A > $237-OICFERINE T,
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps % 7z1dCitrix Virtual DesktopsIRiEid. A¥— ~A—RFOJ 7 > EEKRDHETHE
BRI BBENHD £T, ZHIFCTX206156ICEEH TN TUVET,

BEORBETIE. BE. RXA IS L TUWABMicrosoftSEFB#EEAFIBEBIEETH D, RX1 Y
A2 rO—F—ICR X2 b O—F—AENEDHTESNTVWBR 2R T B35 T
9, (CTX206156D TR X4 > O—F—AAZDORITI I a3 x2BRBLTLKET
Lo )

BhEIEHR:

e F—lFx. N— ROz T7EFa2UT4ETa—)L (HSM) FHIEHRBO S ATYRTIS vk
TA—LEZa—)L (TPM) ICREFETETE I, FHICOVLTIX. WBROFREDTZEEESHBL
TLIZEL,

o 1A M—JLEEHDIEEETIE. FASOA VR M—ILEERAEICDOVWTEHALTVLWET,

Citrix Gateway® R Fd

Citrix Gateway D BFIZABER & LI TWLWE I H. StoreFront& /R 7 (27 o 7=Citrix GatewayhH% B/
Th. FEEDEELRA > b HCitrix GatewayBRICFE SN E J, Citrix Gatewayllld. BFED
Webt A bAD) E— b7V A% RETIOICERTIZ2RERRIAS S UVERA S>>
NEENTVET,

CDERIE. mAIICCitrix GatewayllFREEL TH S A—H—t v a>|lOd1 VT 3BRICKRET
ZEHOPINOY T b ZEB T 3/OICERTEET, £/co ADNAT—RPAY—FA—F
ZREVRBEH I, BERCitrix Gatewaysest 77/ O —%FHIT S CHTEFXET,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

FT =71 @ Cerificates

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
= Certificate
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Citrix Virtual Apps & 7z (& Citrix Virtual DesktopsIRiEld. A¥— FA—RFOJ 7 > EERKRDFETHE
Y 2REBEHRHD F9, ZHILCTX206156ICEE SN TLET,

BIZOEBETIX. BF. RXA UBMEADMicrosoftSEEREADFIBRAIEETH D . BELUR
XAV FO—Z—ICR XA > bO—F—GEAENEDHTOENTWVWR ZE Z R T B
I7TY, (CTX206156D TR Xr>O> bO—Z—iBAEOHET) €U/ a>zs8RBLTET
L))o

Citrix Gatewayz 7514 Y UL AT L E LT T 235 A. Citrix Gateway & StoreFrontfii D g
NTOEBHTLSTHRESINTVS Z E 2B L TS IET WV, IS, =)L/ JURLACitrix
GatewayH —/\N—ZETLSICELKBRINTVWR ZEEZREEL TSIV, ik, COR
B TCitrix Gatewayh —/\—Z 588§ B 7= DICHFERETET XY,

StoreFront Authentication Settings

These settings specify how the remote user pravides authentication credentials

¥ Secure Ticket Authority

Vierver IP address:

T Setimgys ‘ Version: [ 10.0 (Build 60.4) or later - |
Authentication Settings [optional)

| vIO0: SNIP or MIP, w101+ VIP |

Summary ‘ Logon type: i [Domain - |

amart card fallback: MNone -

Callback URL:

tiona) | https://NetScalerGatewayFQDN | /CitriAuthService/AuthService.asmx

Ak When no Callback URL is specified, Smart Access is not available,

B IEHR:

« Citrix GatewayZ #8m9 %(CI&. TNetScaler Gateway 10.5% StoreFront 3.63 & U Citrix Virtual
Desktops 7.6 CfEA T3 L DICIBR T 25451 2BRLTLIEETV

o A VAM—ILEMMTIE. FASOA VA M—ILEBRAEICDOWVWTEHBALTWLWETD,
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ADFS SAML &R

FEACitrix GatewaysRit 727/ OJICE D SAMLIDZANA A — (IdP) & L THRETE 3
Microsoft ADFS & DIRE D EIREICARD £9, SAMLT7H—> a>vid. SEINKIIPICK > THIT
TNBRBEELINXMLT7Ov I THH, A—F—HAHIVEPa1—ER—SXAFLICOT A>T 3
CeZmAESRLEY, k. FASH—N—H2—H—DEREEZ Microsoft ADFSH —/N\— (X 7zIE %
DMDSAMLYF SIAP) ICRETE 3 ZzBKL £,

AUTH.LOCAL domain

—

Citrix Gateway Certificate Authority
VPX )
Windows Server -
Root CA B Export LG FAS User
§ Certificate h 1 Certificate sessessssssussmusssssnens Domain Controller
Gateway Server Issue - Template
' Certificate - @ FAS Authorization Wind S
Certificate Indows erver
ADFS Signature i Template
. Certificate PN
walter@auth.local
SAML SP (RP) | Alternative UPN
walter@adfs.ext
StoreFront

Windows Server

Issue e LS Server
f Certificate

' Certificate

Hardware Appliance

) Signature

' Certificate

o U
o4 =-- % Frsi:;sre Keys

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
= . Issue Operating Systems
r==F-: L:— AUhOTZAtION  gueidenneranaes
4 Certificate
| vicosoft [ Microsoft | 1 v el g v
:- §| Certificates — Certificate
4
Web Access Proxy ADFS Server ! R
Ve e Login with
T o Py
" N £
Windows Server Windows Server EL
L .
_§ , | Hardware Security
' .
1S Server 5 i | Module (Optional)
1
1
1
1
1
1

r) Encryption

Certificate
' (not used)

ADFS Proxy SAML IdP

)
1
1

M Authorization
Private Key
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ADFSIZ. 12—y FMEHRTU E—FTEEDY —XIA—HY—%RZLICEFIAT B7=DIC KL<
FRINET, =¥ xIE. Office 365 DIRSICLFEHINE T,

ESPELEE
« ADFSEMRDEEEICFHFMANEHINTLET,

e 1A R—JLEEHDIEEETIE. FASOA VA M—ILEERAEICDOVWTEHALTVLWET,
« CDEEEDCitrix Gateway BRIt V> a VICHERICEA T 2ZBEFENCHINTULET,

B2B7 hU >V v EVYT

22D0EMPBEVD AV E 21— - AT LZFERALIEVEE. —RIVGERRI. EaERzHE
DActive Directory Federation Service (ADFS) H—/N\—%Zt v b7y Fd35 8 TY, UK
D, —FDHOI—H—(FI. S5 —HDELDActive Directory (AD) EIRICS — L L XITEREET
TFEJ, OV A VK E1—HY—FBOOT F U ERBERZFERALEX I, ADFSIEChzET R
#OADRIED T v RUTHTY M ICBBNICRYEY T LET,
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ADFS.EXT domain

Export

- Certificate Authority

Issui TLS Server
f certificate

- ) Signature
& ap
® Certificate
]
|
g
g » ] Encryption
E Certificate

Domain Controller

Windows Server

UPN
walter@adfs.ext

Windows Server

ADFS Server

Windows Server

Export

Citrix Gateway

AUTH.LOCAL domain

Issue

Certificate Authority

Windows Server

&

FAS User

i Certificate
Template

&

FAS Authorization

Certificate
f Template

StoreFront

Windows Server

TLS Server

VPX

Root CA
' Certificate

Gateway Server
' Certificate

ADFS Signature

R (rotusea)

Citrix

Client

Windows / MacO5 / Linux

Root CA Certificate

« TR —ILEHERD

J4FOX107Sa

Windows 10T«

! (from ADFS.EXT CA)

Root CA Certificate
' (from AUTH.LOCAL CA)

Export

§ Cenificate

Export

Issue

SAML SP (RP)

Associated with
= e e —————————

§ cenificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

—

Issue

-

Certificate

FAS User

Issue

=

i «
Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o U
- g‘ Prgi\et;eKeys

Autharization
Private Key

o

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

3

FAS User
Certificate

REEIBER:

XA BME BRI TWE N
o CNUITY TRy TIRERTLY FTSEHBEL £9, RERDWindows R X1 BN & Bk
IC. Azure ADICIZEHDOWebH o ER Y =R TR TINYA VA ETILETREICT S

—JL AD &1l

FAzure AD Join] EWSHERABATNE Lo . REFDWindows R
T2 —2y MEH] O>F)AENRELTVE

SEETIE. FASOA VA M—=ILERBEAZEICDOWTEHELTWLWE T,
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WEEDHD E T, CNBIFINT M1V EZ—y bR THB7DH. T 71 ALANFEIFTH L,
TR —2y MIERSNICH S P B5FD SHEEL 75

Azure F
,_! Azure AD

!
1

Synchronzation

|
; .
- &

Citrix Yirtual Desktop

Cloud e i

COERIE. THT74RVWBIYRI—H—1 COSBRDREMICHFEELBVEITY, v
T by 73 BFDAzure ADKREZERA L T, BRICA VX —X v MEBRTERS L UVEREESN
9o

CORBRDAYITZRANZVFvid. IP7RLADFBAIEETHNIIECTHEITTIT B LICE
BLTLEEVL, AT LI R, AR MEFONAA—. Azure. £IEF0MMOI > o R7ON
A4 —TY, Azure AD Connect@#iY —/LiE. Azure ADICBEIHICESILE T, COBHIDKET
. BEERILDT=DICAzZUre VMEFEB L TWVWET,

B IEHR:

o 1YVRAM—I)LEIERDEEETIE. FASOA VA M—)LEERAEICDOWTEHBLTWET,
o Azure ADFREDRREICFHENEHINTUVET,
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ADFSEH

EC®IC

ZDORF 21X MTlE. Citrix®RE % Microsoft ADFSE RS T3 HEICDOWTERBL £,
Z<DEBTIX. B—DFREIRT Y b EKBY T E5Webt 1 FMADZRLRIAI—HY—T IO %EE
B 57-0OICADFSEFERLTWVWET, -z, CEIIREENFBETET2EMDOA>T YR

AOVO—REFH > TWBBENRHD £9, CNSDGFRIE. IZZEDWindowsOd Y # > Ei&IEHR
TRETIHELDHD £,

Federated Authentication Service (FAS) (&. Citrix Gateway & & T} Citrix StoreFront™ %z ADFS O
TAVIATLERETDEHAREICL. SOy T OBENGRILZEHRL £,

C DEBTIL. Citrix Gateway % Microsoft ADFS DiBBEFIRE Y LTHAELET,

O—#5 34 X TN izEff(/en-us/federated-authentication-service/1912-ltsr/media/fas-architectures-

adfs-saml.png)

INw O T RN —ZHWindows VDA F 7zldLinux VDAOWTNTH > TH. EWEIHD F
Ao

SAMLODIE

Security Assertion Markup Language (SAML) I&. >V TATAVR=ISADULHEA LD
M WebT7 ZOHOTA VS XTLTY, BRICIXODEEANSENE T,

IJAZ4 L2 FURL

Citrix Gateway (&, I—H—H'EREERVBLITEZ L ZRHT I L. I—F—DWebT T 7HIC.
ADFSH—/\—_EDSAMLOY # > WebR—J|ZHTTP POSTA RT3 LD ICHERLET, TN
[3BEFE. https:// DFERDT7 KL XTY: https://adfs.mycompany.com/adfs/1s o

ZDWebR—POSTICIE. O F VR TEICADFSHAI—H—%R3T TREDT7RL R 28 *%
DDBHRASENTULVE T,

oyl

Entityldid. Citrix Gatewayh’ADFSADPOSTT —RICEHZ—BDHAIFTY. ZHIcLD.
A—HF—HNOH—ERICOTA Y LELSE LTWVWEHZADFSISEH L. BEYAEREER) > —%
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BAL XY, BITINLFESES. SAMLEREEXMLIZEtityldiC &K > THASNZ H—EZADOT F
JNEDHFBELTWVWET,

BE. EntityIDIZCitrix Gatewayth —/N\—DOJ 7F > R—T DURLT I A, Citrix Gateway & ADFS
NENICERTBIED. —BICIEAITHEWVWEE Ao https://ns.mycompany.com/

application/logonpage .

ED7RLR
SREEARRIN L =38 & . ADFSIZ—H'—DWeb T U, EntityldBICHEBR I NTUL BB URL

DWFNHICSAMLESEEXMLZPOSTY 2 L S1ERL 9. CHIFEE. JTDCitrix Gatewayt —
IN—LE® https:// 7 F L ZAT. #2xId https://ns.mycompany.com/cgi/samlauth TY,

BEOIGEURLT RLZDBHR INTUWLBIHE. Citrix Gatewayld. ADFSADRAIDPOSTTLY
ITNHZEBIRTETET,

BAEASE

ADFSI|3. WE#E%EERA L TSAMLERGEEXML O #BEEmMICBEA L E T, COBLEBRETSIC

I&. Citrix Gatewayld. SEBBZE 7 7 M IILICE EFNZ L \HEZFERLTCINSDEREZF T VI TS

KOOI T IHELNHD X9, SEFAET 71 ILITEE. ADFSH—N—D5BELTFX +
T7714ILTY,

SOV 1> 77 FURL

ADFS t Citrix Gatewayld RO 7D b1 S XATFLZHR—ELTWET, Tnid. Citrix
GatewayD'SAMLEREEXML7 O7HAIRAEOS AV L TWBEy > a vz i ERLTVLWEAHNE SH%E
BRI BHIC. KFLAKR—1)>JFBURLTY,

ChE. BT AREDLRWVWA TS 3 UEEETY, CNISBERE. https:// FERRD https://
adfs.mycompany.com/adfs/logout 7 RL XT3, (7 ILAJAVURLLEILTHDHE
HDFT, )

1

2 3 > Citrix GatewayD BRI TlE. 12ZEDLDAPEREEA 7 3 > %I T B & 5 ICCitrix
GatewayZ sRE T D AEICDOVWTHBALTWE Y, TNHERBICKET L%, SAMLEREEZEFA ¢
231 L WEREEAR 1) & —%Z Citrix Gateway LIC/ERR TE £9, MUK D, Citrix Gateway™V « ' —
RTCHERINZT 74 FDLDAPR) S —%BE I Z N TEFET,
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MetScaler » MetScaler Gateway » Policies » Authentication » SAML » Policies i':J lﬂ H
Policies Servers
Add t 2 I nding Primary VPN Global Bindings Search =
Mame Expression Request Server
StoreFrontSAML M5 _TRUE Azuredd

SAMLARY) &—%BATS

HUHETICADFSEE VY — LA SEE LB EER L T, FTLWSAML AP —/N\N—%#R L £
o CORIUI—HEAHTIND L. Citrix GatewayldA—H—% 05 F > DI=HICADFSIC) X1
LOkL. EORED & LTADFSERATISAMLERE b —20 >R ITANE T,

Create Authentication SAML Server

Create Authentication SAML Server

Marne®
Azuread Assert ot Service: Indies
235

Authentication Type

SAML

IDP Certificate Mame® 358
AzureADSAML v +
Redrect URL"

20f-4c20-9826-14d5e484c62e/saml2

Exact il

Single Logout URL ) InternetProtocol ~
29f-4c20-9826-14d5e484c62e/saml2 InternetProtocolPassword

User Field - &
userprincipalname
Signing Certificate Name
- lv].
Issuer Name
https:f/ns.cit rixzamidemo net/Citrigt
Reject Unsigned Assertion®
ON 0
SAML Binding®
| posT v

Default Authentication Group

Skew Time{mins)

5

BEfRHR

e 1VAL—ILERER IE. FASDA VR b= I)LEERICEETRZEER) 7L VR T,
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o —HREY7E FAS BRI, BER7—FT77F v OEFICTLHLNTVET,
o INDY—) BHER. SELBER OLEFTBNTNTLET,

Azure AD DRES

IEC®IC

CDRFaXY Tl Citrix® ERIE% Windows 10 D Azure AD #EECRE T 3 HEICDVWTEL
BEL £9. Windows 10 TEA SN/ Azure AD (&, BB VI I YA A DHIC. O—=
DIORDITYy Ty T2A 02—y MEHTRERXAVICBMEEECNTESZHLVLE
XA BMETILTT,

CORFaAXY FOERBBITIE. ITEANAFRI—F—ICDEX—)LT7 KL X {@EAR Windows
100y Thy7HOBERI—RZIREIZICITFLICOVWTHBALEY, 21— —IF. BRE/\X
WD ZXTL>N—=23 188 > Azure AD ICBINA T3 60— RICT7TI7ERALET,

i Settings - [ ] b4
@ SYSTEM Find a setting fs
Display

PC
Motifications & actions PC name vda-win0
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Jain a domain
Power & sleep Jgin Azure AD
Storage " ) )
Edition Windows 10 Enterprise
Qffline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E5-1650 0 @ 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 0GB
About
System type 64-bit operating system, xo4-based processor
Pen and touch  Neo pen or touch input is available for this
display
Channe arcduct bew ar inarads weair sdition of Windasae

Zw T by THERINS . Microsoft Edge Web 7 5 U —|&. Azure SaaS 7 74— 3>
D Web R—=J %N LT, KD Web 1+ Citrix 27 77— 3 VICEBENICHY 1 > F
Y LFd., Chicld. Office 365 R EDM®D Azure 7 FUr—>a>HEaFENE T,
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B Access Panel Applicatior X+ *

a
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ

Microsoft Azure george®

applications  profile

AzureStoreFront e

22016 Microsoft  Legal | Privacy

T=F%TIFv

CDT7—FFTIFvid. KODERY T —0% Azure RTREICER L. Azure AD * Office
65 BEDRFOIVSORT/ O0— el EzFd, TV RI—HF—EFIRTVE—rT—H—
CERABEIN. AT74RAV TRy FEICWBREWSEERIEHD FH A

CDETIE. BBEOA Y TL IR RATLEEDCEICHERATE X9, CNid. Azure AD
Connect EHAN 1 2 —% v MEBETAzure ICT V) w I TE 37T,
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Azure F
,_! Azure AD

!

]
Synchroneation

|
¥ i
—

AD

Citrix Virtual Desktop

Cloud B — 1
DMZ

171

MR, T 7 AT +—ILTRES N LAN  Kerberos/INTLM SREECTH o ez F 2 7R & >
YONFATANE TOT—FTUF v Tld Azure AD TLS it & SAML ICEBSF BRI 5N E
T LW —EXIE. Azure AD ICBINT B Azure 7 T r—> 3> LTHEERINE T,
Active Directory ZWB . §3BEFEDT7 1) r— 3> (SQL Server T —R2ZN—XR7KR ) |F. Azure
Cloud Service @ IAAS &% THEZED Active Directory Server VM AR L TERITTET £ 9

A—H—DREERKDT TV r—> 3 %8 T S . Citrix Virtual Apps and Desktops™ 5877 71
T—2a aEFERLT7I7ERENET, TEIXLEEOT7 T r—2 3 »Id Microsoft Edge
DTN AF UEEZERLT. I——DAzure 77N r—> 3> R—JZzBELTRE

INEY, Microsoft I&. Azure 7 71— 3 > %55 L TEREH T I 3 Android LT I0S 77
DHI|HELTUVET,
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DNS Y —> DYERK

Azure AD Tld. BIEEHNNTV I DNS 7RLAZFEERL.

RXAL V&Y T4 v I ROERE

V=2 BGHIETIHRENDD F9, TNETSICIE. BIEEII Azure DNS YV — U HEER FERTS

9o

Z DOHITIE. DNSY — >4 citrixsamldemo.net Z#{ER L £ 9,

Essentials a0
Besource qroup Mame sanser 1
citriasamldemo ns1-01.azure-dns.com,
Subscription name Hame server 2
Visual Studio Protessional with MSDN ns2-01.azure-dns.net.
Subseription ID Mame server 3
dfz2436f-d4fa-46ae-be7b-6478cdaeefca ns3-0l.azure-dns.org.
Mame server 4
nsd-0,azure-dns.info.
All settings =¥

MAME VALUE
nel=01.azure-dns.com.
ns2-01.azure-dns_net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 33

Ermail: azursdnz-hostmastermicrazalt.,.,
Hest: nsl1-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expiires 28159200

Ilinirmumn TTL: 200

@ S04 3600

fs CHAME 3600

adfs-citrizsamldemosesteurope.cloud... ..

a>Y —JLiCidAzure DNSHE— LY —N—D&BINRTIINE T, ChHiE. V—2DDNSL P
ARSDONSIY R TEBRBEINZIHNELHD XTI (F: citrixsamldemo.net. NS

n1-01.azure-dns.com ) o
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AzZure TERITEINTUVBVMADERBRZIENMTYT 33HBEa. VMOAzureE¥EDNSL JI— RADCNAME
RAVA—ERTIONRLBETT, VMDIP7Z RLANRZEEINTH. DNSY—>T 71l
EFHTEHITAINEEHD FH A

CORERFETIE. ASELUVOANEEBDODNST7 RL AT 70 v IR —BLFd, RXT L
citrixsamldemo.net . X 1w +DNS (RERA9IC1£10.0.0.%) ZFEAL 9,

Web Application Proxyt —/N\—% &89 % [fs.citrixsamldemo.net] T~ ZEMLEXY, Ch
EFCDYV—>DT7x7L—3 > —EXTY,

55 kY —E 2 EERT 3
CDFITIE. Azure TETINTWVWBADFSH—N—%2 ST ADEREZ ST CitrixEBIEZX B L £ 7,
lcitrixsamldemol & WS EHIDY 5T R —EXDMERINE T,

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

cloudapp.net
VIRTUAL MACHINE i-'i CUSTOM CREATE Lot PP
REGION OR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Windows{RE V> V& BT B

25 R —E X TERITEINB5DDWindows VMZ {ERK L £ 95

« FXA> 3> b0O—7— (domaincontrol)

e 72a—)L Ox%%Y b ADFSH—/\— (adfs)

ADFS Web7 27+ X 70O < (Web Application Proxy. KXo &% L)

Citrix Virtual Apps and Desktops 7 J/\U—> rO—5—

Citrix Virtual Apps and Desktops k#8871 /N1) —T—2 x> ~ (VDA)
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Create virtual machine » Basics

Create virtual machine

Resource groups

$2 Al resources
— es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

501 databases wvisual Studio Professional with MSDN -

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

XL bO—5—

« ZZEDActive Directory BB (Z DHTldcitrixsamldemo.net) Z{E T 7=, DNSH—
I\— X Active Directory F XA B —EXDRENZEMLET, RXAVEEHTET LIS,
Active Directory SIFAE Y —E X D&E|%EBML £7,

s TAMHDOBEDIA—H—THO Y bZEERLET (fl: George@citrixsamldemo.net) o

e ZODOHY—/N—IZAEEDNSEET T BH. INRTOY—/N—I|IDNSERD=HICZ D —/N—
HEBBITINELRHD XTT, ZHidk. Azure DNSERENR—IHHR2ITTE T, EGFEHEIcOW
TlE. CORFaXYMDOHFEESBLTIIEIVL, )

ADFSO> hFO—5—Web7 V4 —>a>OxH—N—

o ADFSt—/\—Z%citrixsamldemo K XA VIZBMIE £ J, Web7 U or—>3>7Ox>
Y—N—IIBE N — T I —TIHR L TE LS RELH S7-5. ADDNSICDNST7 KL X
EFFTEERLET.
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» AzureAD ConnectY — LD\ DT 74 77+ — LB TOPS) E— MUBZ AT 378
IZ. S5 D —/N\—TEnable-PSRemoting -Force ¥ KL w hEETLET,

Citrix Virtual Desktops™ 7 1) /\)—3> rAO—5—& & TUVDA

« Citrix Virtual Apps & 7z (& Citrix Virtual Desktops Delivery Controller™ £ VDA% . citrixsamldemo
ICBMLTWVW3BED D28 DWindowst —/N—ICA VX h—=JLL TS

REEDNSZHER T 3

RXqr>a>brO—5—h"1 > b=)LENf5. DNSH—/N\—% R L Tcitrixsamldemo.net®
REE 2 —FMIBL. HEDNSH—/N— (f:8.8.88) "NDTA+#T—XA—r L THEET B LSICL
9,

& DINS Manager = =] <
File Action View Help

e R Ba: BHE § 86

53 DS Mame Type [ata Timestar
4 F DOMAINCONTROL 7 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
B & | _udp
I _I Reverse Lookup Zones | DamainDnsZones
b _—] Trust.P.cli nts : ForestDnsZones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfe Host (4) 100.0.13 541 yzml
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
€ n >

FRILI—RZEMLET:

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

Azure TEITINTVBRITARTD VM IE. CODNS H—N—DHIAFEFERTEEDICHERT INE
RHDFET, SN, RYRT—IA4Z—T A ADGUI ZNLTITSZENTEET,
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address

SUPPORT - TROUBLESHOOTING .
* Primary DMS server

Location

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

BIE Tld. AEBIP (10.0.0.9) 7 RL RIFEBWICEID HTOENET, IP 7RLAREZFERL T
T RLAZKGNICEIDH TR EANTEFXY, NI Web 7D r—>a>7Ox> 49—
N—=ERXA>aA>bO—5—ICLTITOIBELRHD X7,

NEEDNS 7 RLRA%ZERTS

VM OERITH, Azure I VM ICEID Y TESNTWARIREDONT D I IP 7RLAZIETHBED
DNS YV —>H—N—%#FLFI, ZHUE. Azure 'BIETE VM OEFHRFICIP 7RL X%ZE|D
UTBHD. BIMICT D EEFBIEBETT,

& AR O & AR O Assignment
=
SUPPORT « TROUBLESHOOTING
P address @
windows n Audit logs ) 13.84.252.54
Size
Jlee « Ielle timeout (minutes) @
Standard DS1 v2 (1 core, 3.5 GB memary) W Mew suppert request > =
4
GENERAL DHS name label (opticnal) &
e i domaincentrel-citrozamidemeo
Properties > .
5 westeurope.cloudapp.azure.com
Il setting:
& Configuration >
.E_:\c;
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

R R

B3 Eqort template

_ D TIE. domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com @ DNS 7 KL X %
RXA>a>bO—5—ICBIDETEY,

DE—MEENTRT TS, Web 7 FUr—2 3> FOF 2 L Citrix Gateway VM D &HHY/NT
Dy IPT7RLRAEBMICTZBELNH B CITEELTLET VL, (BEFP. NXTUvTIP 7T
KL XIIBEAD RDP 772 XIERAINED),
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EFXaVTFoTIN—TZ2BHTS

Azure 75T RIE. €FaUT0 I —T=2ERBLT. 1> —%v +H5 VM AD TCP/UDP 7
TR TBE3T7ATI4—ILIL—ILZEBELET, BIETIF. IRXTDVM TRDP 77€EX
WEFRIENTUVWET, Citrix Gateway LU Web 7 XU r—>3>FO0F > —N—H, R—F

443 TTLS ZFFA] I 23BN H D £7,

op 8RO
SUPPORT + TROUBLESHOOTING d, 0 outbound SUPPORT + TROUBLESHOOTING
Associated with
B Auditlogs > 0 subnets, 2 network interfaces H 2uditlogs >
& New support request > lonal with MSDF & Mew support request >
f9-46ae-beTb-6479cdaeefca
GENERAL GENERAL
tings =
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DMS servers > . Outhound security rules >
@ Metwork security group pd B Metwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

ADFS SFFREZERR T 3

MicrosoftsEFA#%REI TWebH —/N—SERRZE T > L —FZEBMICLE T, CNICED. h XA L
DNS7 RL ZZHFDIAEZEHR L. MEBEF—ZZH ) pX 7 7MILICZ I RAR—+TEFT,
C DFEAZFIFADFSH —N—Web7 FU s —> 3 > 7O —N—DOEAICA VA —ILT B
WMENDH BT, PRXT 71 ILDHREEINZF T3> T,

UTFoH 7oy b TWeb Y —N—FEREZHKITL £,
s JEVF—L:
o adfs.citrixsamldemo.net
- BV MBS

o * citrixsamldemo.net
o fs.citrixsamldemo. &xw kD —72

o enterpriseregistration.citrixsamldemo.net
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a (G Certificates (L
4 || Personal
7 Certifig

5 L1}

Request Certificats

@ Consolel - [Co
File Action :
MRIEENE o 20 £\ subject | General | Extensions | Private Key | Certification Authority
bl JA i =l Certificate Enrall The subject of a certificate is the user ar camputer to which the certificate is issued. You
(B Console Root can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate
The user or computer that is receiving the certificate

. You can request the fiol
b [ Trusted Re click Enroll, Subject name: : :
b (] Enterprise Type: CM=adfs.citrizsamldemnc.net
b Intermedig |
b (3 Trusted P [] computer |Cornmm name
= Value:
k - Un‘_trustbd [+ Web Server
b 1 Thied-Part 2 Moreinfo |
b L] Trusted Pe : Alternative name:
p 5 Clhent Aut The fellowing opti T
p [ Remote D¢ Key usage: |[::S * citrixsarmidemo.net
] Runtime_T T ciftri X
: 3 Smart Ca_r: ﬁpl":':;hunp Yalue: 'i":h]b:“m
- ali od
I [ Trusted Dg e |
[[] Show all templates

NAT—RTRESNLWEF—Z20. SAEZpX T 7MILICZIZAR—FLET,

Azure ADZEY N7V T T3
OIS a>rTlE. FILWAZure AD1 X2V R %=ty 7w L. Windows 10% Azure AD
ICBMEE37HICERTET 32— —IDZER T2 7O RICDODVWTEHFLCEHRALE T,

FLOTALIMIEERT S
U5y UAzureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—NIILEEBEZERL (COHITIX
AzureAdmin@citrixsamldemo.onmicrosoft.com ). FTLWFZ AU Y hTOJF Y LTINRT—

FERELET,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

R XA >% Azure AD ICE8T 3

EIE Tld. 21—t —IE <user.name>@<company>.onmicrosoft.com DFERXDA—ILT7 KL X T
FAITNE T,

CNTHEMHBRELXLTHRELEXF TN BEERADOX—IIL7RLA TENIITYRFI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net Z={EAL 9,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD #p% GUI DF|B 2 |&. Azure AD Connect @ Microsoft & 7 > O— RR—JICURA L
JhEINET, CNZEADFSVMICA VA M=ILLET, ADFS AL 3 %FABEATES L SIS,
HARALA VA M=IZFERAL. BREBVEIFFEALBZVTLIEETL,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

ADFS D7 xTL—a3>i Y IINGA A AT 3% BIRLE D,

O— #1514 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-usersignin.png)
LEIER LTEBIBE 7 N U > b TAzurelZ# i L £ 9,

O—#1 54 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-connect.png)
WEADT # L X hZBIRL F 75

O—#1 3 4 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-connect-dirs.png)
IARTD L H > —Active DirectoryZ 72 7 b%ZAzure ADC[EIHEL £ 95

00— 5«1 X I N7-E&(/en-us/federated-authentication-service/1912-Iltsr/media/fas-azure-setup-

azure-domain-ou-filter.png)

T4 L7 MUBENBMAIESIF. 22 +DIC—EBETHB . QIF >3- —
ZHEATEE T,
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O—#1 3 4 X &N i-Eff(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-unique-id-users.png)

TI7ANMDTAIINRITF T a>eRIFTANDZD A—F—ETNAXAZ2/HEDTI—-T
Ty MMCHPBRL & Jo

O— #1354 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-filter-users-devices.png)

WEBEIZRS LTy Azure AD/NZ T — R % Active Directory Y BEIEA CE £ 9, CHIFEE. ADFSR—X
DFREEICIIBED D FE Ao

O—#1 35 4 X &N i-Eff(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-optional-features.png)

AD FSTERE 9 2iEFAZEPFX 7 71 )L % &R L. DNS% & L Tfs.citrixsamldemo.netZ 87 L £
ER

O— #1354 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-setup-

azure-adfs-farm.png)

7OF > —N—0DFRZRO 5N7=5. wap.citrixsamldemo.net H—/NN—DT7 KL XZASLF
Yo Azure AD Connect MBI TE 3L SIS, Web 7 AU r—> 3> 7Ox > —N—TEEEL
L T Enable-PSRemoting -Force X >V R L w FZRITT2HRENHIHEHHD £,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

1) E— b PowerShell DIEFEMEDOREICE D COFIELRELI-EZEIE. Web 7 ) ir—
ayvOx oY —N—Z%F RXAICEMETETHTLIEIL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect | DNS YV —> DFFBEHERRIIT 3 LS5 KD F T
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

the DNS settings.

TXT record:

Taxt: M5=ms59661451

MX record:

Destination: ms59661451.msv.invalid
You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

TXTE LU MX LO—RK%Z Azure ® DNS 7 RL XL O—RICEML £,

HAME TYPE
=] N5

=] S04

= TAT

fs CHAME

TTL

172800

3600

3600

3600

WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

ms70102213

adfs-citrinsamldermoawesteurepecloud., |,

Azure BIBOVY—ILTRE 22V v oI LET,

CitrixSam|Demo

&3 USERS GROUPS APPLICATIONS DOMAINS
DOMAIN NAME THPE
citrbesamidema onmicrosoft oom Basic

DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN p
S Active Hot Awailable ¥es
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—HF—HBX—)LT7 KL X% AHLTWindows 10H’Azure ADEMZERTTEBRLDICT B &L
DNSH 7«1 v X%ZERLT. ADFSZ1{59CNAMEDNSL O—RHDERINET:

enterpriseregistration.\<upnsuffix>,

ZDFTIE. ThiE fs.citrixsamldemo.net T9,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

NEIEERRKES = E L T LR LESIE. WindowsHhADFSH—/N\N—%{E883 3L SIZ. ADFS)L—

rEERAZAWindows 10V E 23— —ICA YA R—=ILENTWVWBR I e ZBERELTLLIET L. Ual

ICERSNTAZEDI—HY—THU Y b EERALT. Azure ADR XA UBMZRTLET,

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

-

X

UPNIZ. ADFSEXA > AV FO—F—ICEL>TERHBINBUPNE—HTEIHNELNH B CISER

LTLIES W,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services SEEEJIC (A 7> a > THERAIEETETHD) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR M—ILENET, HifT9 BF1IC. 1—H—
George@citrixsamldemo.neth /XX T — R CTEREECTET B e MR L T ET LY,
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e @ @ hittp:// localhost/Citrix/Store¥ 2 ~ & @ Citrix Receiver ‘R? ﬁ €§}

Citrix StoreFront
DESKTOPRS

Q) bearch Desktaps

Details

Controller CSet-BrokerSite —-TrustRequestsSentToTheXmliServicePort $true PowerShell ¥ >/
FLw bZ3R{TLT. StoreFront™Q 1 —H —DERBERG L TRATETDLSICLET,

JxT7L—a VI —EXEA VX M=ILT B
ADFSt%—/N\—|ZFAS% - > X k—JL L. Delivery Controllerh* S48 & 117=StoreFront& L THERE

310D —IL%E=EHRLET (ZDHFITIX. StoreFrontiEDelivery Controller £ & LVMIZ A1 > X
F—)Léhfb\iﬁ) o ’f‘/Z I\_)l/t*%m%%ﬁﬁ L/T< Tiféb\o

StoreFrontZ R 9 3

Delivery Controller® I > Ea—X —fEREZER L. R— b4A3DISNA > T4 > T ZKE L.
StoreFrontdRN—2X 7 K L X % https:ICZE L T, ISE StoreFronth’HTTPSZER T 3 & S5 ICHER
LF¥d,
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8 Citrix Studio =115 [

File Action View Help

e zEH BE

[ ConsoleRest . ! Actions
4 B Citrix Studio (citrisam SIET 1A
O Search

% Machine Catalogs Add Server
(] appDisks Server Group Change Base URL

& Delivery Groups Views .
A Applications Group details
[F Policies
[ Logging Base URL: https://fddec.
a [ Configuration Mumber of servers: 1

£ Administrators Configuration:

=5 Centrollers Modify the base URL for services hosted on this deployment. For multiple server

™ Hosting specify the load-balanced URL for the server group.

) Refresh
H Hep

&, Licensing

I3 storeFront
[ighy App-V Publishi Base URL: | https://dde.citrixsamldemao.net I
£ AppDNA

@ Zones

4 B3 Citrix StoreFront

3 Stores oK Cancel

Server Group

< [T | 3

Change the base URL of the server group. |

StoreFronth’ FASH —N—%ZFHAT 3 LS ICBHL (17 VX =)L E#EDOPowerShellx 71 7 k
EA) . AzureRTARIBBICT A L. FASH—N—DA R hEa—T7—%HRLTOJ A >
WFASZFERA L TWA I xR L £,

File Action View Help

= zz BH=E

[N Application  Mumber of event
[ L Custem V - I - |
4 T Windows Level Date and Time Source EventID TaskC.. ~| | Applic. =
E Applic ¥, Information 5/31,/2016 S47:35 AM Citri. Authentication.FederatedAuthenticationSenvice 2 None = Opw
i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice 204 Mone ¥ cr.
i Setup @Inl‘omatior\ 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice 105 MNene i |
{7 Systen @lnﬁonnatian 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID 17137 Server e
] Fonwa @lnhm‘mﬁnn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace 10 Mone Cl.
Lo Applicatic @ll‘lfﬂl‘l‘l‘llﬁﬂn 573172016 S4543 AM CrtricAuthentication Federated AuthenticationService 7 HMone ¥ Filt..
_'E Subscripti @Infﬂm‘laﬁon 5/31/2018 :44:39 AM Citric.Authentication. FederatedSuthenticationService 10 Mone _ B
@Infnnnation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService 7 Mone - =
@Infmmation 53120168 41:23 AM MSSOLSMICROSOFTZ2WID 1737 Server E Fin,
@Infnmnation 5/31/2016 9:33:37 AM Citri. TrustFabric 16 Mone H Sa..
@Infnnnatinn 3/31/2016 9:32:37 AM Citrix TrustFabric 16 Mone - At
Event 204, Citrix. Authentication, Federated AuthenticationService * View
General | Details G Re.
- Help #
[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default] ;| 1
[Operation: SignHash] 25 authorized by | \DDCS]. = | Event.. &
3
Log Mame: Application « |3 .
«[w ] ’ ] RS S A

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L DEREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SICHERLE T,
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
setting 15 applied when users log on with smart cards,

[ Fully delegate credential validation to Netbcaler Gateway

Citrix GatewaysasE 4 7> 3 > Z a9 BICld. Secure Ticket Authority (STA) Z#88% L« Citrix
Gateway” R L 2% L £,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

|#] Enable Remate Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel) €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: [ ¥] NetscalerGateway

Default appliance: | NetscalerGateway

StoreFront\ND> >V JILY 1 O F VRICHF L WAzZure AD7 U r—2 3
VEIBRTS

Z Dt U 3> TlE. TIEAzure Active Directory Premiumt 7 X2 7> 3 V& B L § B Azure
AD SAML 20> T+ 7 Uiz R L £ 9. Azure ADEIEY—ILT. HILWF U —
2aYaEFERL. XY SV—DST7FVr—>a3 0z EBMZERLET,
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Add an application for my organization to use

FEATURED APPLICATIONS (17)

o ’- Add an unlisted application my
I R .’ arganization is using

ALL (2626)

BUSIMNESS MAMAGEMENT (124)

COLLABORATION (214)

COMSTRUCTION (3)

CONTEMT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOFER SERVICES (£6)

NAME
StoreFront

Enter the name of an application you are
using. and add it to explore single sign-on
integration options.

A& L > EEMEALTVWB—EICEWFFUr—>a &8N =8RLT 1—5—H

DHLWARZLT T)r—>3 2R LET,

741 AV DER

215 x 215 7L DEHRZER L. CONFIGURER—JCc7yO—RLT. 77Uy —> 3>

OF7A AV LTHERALET,

properties

APPLICATION TILE LOGO

SAMLEBEE DR

TIVT—=23a Ry aR— ROBER—JICED. 2T 2F D8I 23R

9o
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storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

C DR TIX. Microsoft Azure AD T A IIXIET BSAML 2.0585E 2 ERA L £ 95

COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On
Establish federation between Microsoft Azure AD and StoreFront
Learn mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFromt
Learn mare

() Existing Single Sign-Cm
Configures Microsoft Azure AD to support single sign-on to StoreFront wsing Active Directory
Federation Services or another third- party single sign-on prowvider,
Learn maore

B FIIEEDONXFHICTEET (Citrix Gateway IR SN BB E—HT 2REHLH D £
9) o COFITIE. IHBEURLILCitrix Gatewayt —/\—_E D /cgi/samlauth T35
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CONFIGURE SINGLE 51GM-0OM

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
hitps:/fns.citrizsamidemo.net/Citrix/StoreFront & |

REPL'I" URL

hitps:/fns.citricsamldemo.net/cgifsamlauth /] |

[ show advanced settings (optional).

L Configure the certificate used for federated single sign-on (optional).

COMFIGURE SINGLE SIGM-0OM

Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-onz
Thumbgrint: BDTEIZEBFTCT11EDDBED325F526053BA0G26AT3R
Expiry: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Download Certificate (Raw) (&)
Download Metadata (ML) (E)
2. Configure the certificate and values in AzureStoreFront
ISSUER URL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628/

SINGLE SIGN-ON SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326- 14d5@¢3¢cﬁ:1

SIMNGLE SIGN-OUT SERVICE URL
hitps:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d 5484062

[0 confirm that you have configured single sign-om as described above. Checking this will enable the current certificate to start working

for this apphcation,

“

RDR—TIZIF. Citrix GatewayZ Azure ADNDGEAAEFAE L L THER T 2 7-DICFERAINDE
WHAFENTVET,

Base 64DEFEINIBRAIMAZEEA A I YO—R L. Y1V A URLEY A V7 FURLZ OE —
LEd, ZN5IEETCitrix GatewayDIERLEEICEE D FF £ T,
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P r—>g>o&21—HF—ICEIDYTS

BREATYE PTV =3 28 LT A—H—0 Tmyapps.microsoft.comy > b

A—ILR=JIZRFRINBZLDICTB L TY, CHUd TUSERS AND GROUPS) R—ITITL)

F 9, Azure AD ConnectiC &> TCRIEAT NI R XA > A—H—=ThHOY MIT7IEIZEDYT
9, MOT7 AU FHERTETEIHN. ENSIX&Ituser>@\&lt;domain>/\2 — > [ZZEHL L TWL
T\, BRI YEY T T3HRELRHD £,

storefront

&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE

SHOW |AII Lzers

DISPLAY NAME

azure Admin

George User

On-Premises Directory Sy..

“

MyAppsR—

USER NAME OB TITLE

AzureAdmin@citrixsamid..
george@citrixsamldemo.net

Syme_ADFS_21a7eE050d¢l...

DEPARTMENT

ACCESS

Mo

Mo

Ma

METHOD 2

Umassigned
Unassigned

Unassigned

TV —=a b BN . 1—1%—D <https://myapps.microsoft.com> 7Tt X

L7z &ic. Azure7 70— 3 >01——1) A MCRTRINET,
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront e

22016 Microsoft  Legal | Privacy

£ >

Azure ADICEN L TWAHBE. Windows 1013045 4 > LfcaA—H—ICx L CTAzure 7 7 & —
AR VTN A A EYR—NLET, TAOAVET ) v I TR L. TTIHFIRUEIIC
A S N f=SAML cgi/samlauth WebR—JICHEE L £,

O IINYA > F 2 URL

Azure ADA Y aR—RDT7 V=gV ICEDES, 7 XU —>a > THRARIgERS VT
IWHA A URLAMER SN TULWE T, CODURLIE. WebT S o2 LD, 21—
H— % StoreFrontiICEEFETRIAX— A Za2a—D>3—brhHYy b EERLIED T37-0ICEA
INEd,

quick glance

APPLICATION TYPE
Web application

PUBLISHER:
URL
SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signing

@‘ View usage report
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C DURLZWeb7 5 UHICBED 13T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A AL I SN ezl L Fz 9, Cnid. gIbETonfca—4—
ICx LT HBEEE L. Windows 10 Azure ADBIIOS A >y avIc®LTOHS VT ILTA Y
FUoRRHLET, OI—H—IZAzure ADERIBEHROANERDENE T, )

Citrix Gateway®D - > X k—JL L 18Rk

BRICUE—rT7I71ERT370HIC. ZDFITIENetScaler (BRTEIXCitrix Gateway) % E1T79 35!
DOVMZERL £, ThidAzure Storeh SEBATE X T, CODRITIE. NetScaler 11.00 Bring
your own License] N—> 3>z ALY,

Bring Your Own License enabled.
Citrie Met5caler is an all-in-ene web application delivery controller that makes applications run five
tirmes better, reduces web application cwnership costs, optimizes the user experience, and makes sure

that applications are ahways available by using advanced L4-7 lead balancing and traffic
rmanagement; proven application acceleration such as HTTP compression and caching; an integrated
application firewall for application cecurity; and server offloading to significantly reduce costs and
consalidate servers, As an undisputed leader of service and application delivery, Citrix MetScaler
solutions are deployed in thousands of networks around the globe to opbimize, secure and control
the delivery of all enterprise and cloud services, Deployed directly in front of web and database
servers, MetSealer solutions cambine high-speed load balancing and content switching, http
compression, content caching, 550 acceleration, application flow wisibility and a powerful application
firewall into an integrated, easy-to-use platferm. Meeting 5LAs is greatly simplified with end-to-end
menitaring that transforms network data into actionable business intelligence. Policies are defined
and managed using a simple declarstive palicy engine, with no programming expertise required.
BYOL is available for customers with NetScaler Gateway VPX or MetScaler WPX 10, VPX 200 and VPX
1000 licenses purchased via other channels from Citri

v Qi finlly s f=

PUBLISHER Citrix Systems
MetScaler VEX on Azure Guide

USEFUL LIMKS Deploying NetScaler VPX with XenApp and XenDeskiop
In AzZure

NetScaler® VMICOJ A > L. WebT7 ZOHZRSRIPT KL XICEIF. I—H—HEREELI- &
EEIN-BRERZFEAL XTI, Azure AD VM TIZE. nsroot1—H—D/NX T — R %7 ‘E?‘%LK\
ERHBZITFELTLIETL,

A4 RAEBML. FE51E AT 70ILOEBMNEICEREES%EIRL. DNSUYVILN—%
Microsoft R X > > tO—S—IC@ElT £ 9,
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Citrix Virtual Apps and Desktops v h 7YV U4 HF—RERITTS
CDFITIE. SAML ZFER LAV > FIL% StoreFront S8 % BT 5 D SBRHET, D
BRI HEEL /2. SAML O A VRS —ZEBML FT

O—#1 34 X & Ni-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-install-

ns-xaxd-setup.png)

ZEEQD Citrix Gateway StoreFront 5% % ER L £ 9. Microsoft Azure TERT 3155, CDFIT
IE7R— b 443 TIFHR<R— b 4433 ZHBR L £ 9. F7ld. Citrix Gateway BIE Web 1 ~ %
R—PFEmXFRIEFBYYEY I TBEEHTEET,

O—71 34 X E iz (/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-install-

ns-xaxd-port.png)

BRIEDT=H. COFTIET7 71IICFERESNTVLWEIBREO Y —N\—ftREcWERZ 7 v
A-— P Li@’o

O—#1 54 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-install-

ns-xaxd-server-cert.png)

AD 7HhU Y FMEEBDI=HICKR XA/ O—-5—%EBRTS
RXA>A> bO—5—37Hh T MERICERAINS-HO. TEDIPT7RLAESSATERE
FHEISEMLET, 414700 R Vv I RDE T« —ILRTHEFINZIERITETEL TS L,

A—71 7 1 X & Ni-Ef&(/en-us/federated-authentication-service/1912-Itsr/media/fas-azure-install-
ns-dc.png)

StoreFront 7 RL X% #8793

ZDHITIE. StoreFront (& HTTPS ZfER L THEENTWA . SSL 7OMJILA T3>
FERLE T,

O—#1 514 X &N i-EfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-config-

sf-address-ssl.png)

Citrix Gateway DB Z RT3
Citrix Gateway ICIEH L. 21— —RE/NXT— R TR EHDHINT D 2B L 95
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+ B itps citrizsemidemc’. 2 - & C | | MetScster Gateway #% Citrin NetScaler VPX - Configur...

Please log on to continue.
Usar name

Fassvword

Citrix Gateway SAMLEREE 7 R— FZBICT S

StoreFront CSAMLZ{ERAT 2 Z Zld. ffidWebt - r TSAMLEZER T3 EMITWET, &
LWSAMLRD) >~—%, NS TRUEDOR TEML £,

Configure Authentication SAML Policy

StoreFrontSAML

Authentication Type

SAML

Azuredd |+ ||

HS TRUE

LLaEIICAzure ADDSEVE L7188 Z=FEA L T, FTLWSAML AP —/N—%Z L £ 9,
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Mamea*
Azuredd
-

Authentication Type
SAML e sk ' andos kuds

IDP Certificate Mame® 255

AzureADSAML V]| + Requeste . .
Redirect URL" Exact W
291-4c20-9826-14d5e484c6 28 /saml2

Single Logout URL ntermetProtocol ~

. ntemetProtocolPassword W

291-4¢20-9826-14d5e48406 e /saml2

User Freld

userprincipalname .

Signing Certificate Name

v L
lssuer Marme -
' ) L 1

hitps:/ins, citrixsamidemeo net/Cibrx
Reject .,n:.qr:('d Asterbon”

ON v
SAML Binding®

posT V]
Default Authenticatson Group
Skew Teméming)

5

IVRY—IVRIRATLZREET S
Azure ADICEER SN TWST7H T Y b %=ERL T, Azure ADIZEN L TUL 3 Windows 107 X &7

by 2O 4> L%, Microsoft EdgeZzi#c&# L. <https://myapps.microsoft.com> (Z#&#
LXY,

WebZ Z7HICIE. A—H—DAzure AD7 T —2 3 UHARRINBIET TS
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E Access Panel Applicatior » -+ — X
lecycld

O
8 & @) 8 windowsazure.com b e = #A @

Microsoft Azure george®

applications  profile

AzureStoreFront

©2016 Microsoft  Legal

12:28

228

ds B 01/06/2016
TAA>EI) I T B REEENT=StoreFrontth—/N\N—ICURX AL I rSNB T x2MERLE
ER

ERIC. P> T+ >F YURLZEA L -E#EES: & Citrix Gateway 1 A DEZEEHH .
Microsoft AzurelC A AL TN, TTICERD xR LE T,

REZIC. Azure ADICEBIILTVWAWIY S VHEICLURLTIHBET 2 e 2 RESEELE S (1L &
FIDEH TIZAzure ADNDE—QEETRHABY 1 VA UHHEELEY) o

&%

Azure CVMZ Y 7w T T 3ICIE. UTDOEBEF TS 3> BT IVRELNHD £,

NTUYIIPPRLAEDNSZ RLAZRMHT S

Azureld. IRTOVMICREIY 72w FEDIPT7RL X (ZOHITIFL0.***) #EDYTET,
TI7AHILERTIE. NTUYIIP7RLADIBEIN. BNICEFISINBDNSSIANILICE > TERE
TTX9Y,
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n o 3 Q 3

Essentials A o AY <) Essentials A AR O

Res: Resource group Faddress

citri citrcsamidem - TROUA

Status Location DHS name

Running West Europe - E Auditiogs >

Lacation Sub e

west Europe & New support request >

Subs

5 iith

ENERAL

Subs r o - PR

df22436f-d4f5-26ae-beTb-5479cdaeefca citrixsamldemo/default . .
Y Properties >

I settings =¥
& Configuration >
S Add tiles
Moritoring N
ing @
RESOURCE MANAGEMENT
CPU percentage "
& Togs >
8 Locks >
sl Users >
BN Eepertemplate >
Add a section

Public IP address/DNS name label® Configurationz #R L £9, VMD/NT ) wIDNST7 KL
2ZERLFET, chid. MODNSY —> T 71 JLTCCNAMESRE LTERTSE. IP7 RL A
BEODHETINLBEETH. INTODNSLO—RAVMZIELLKIELKEITA CEZRAEL £ 5o

onfiguration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o |

swesteurope.cloudapp.azure.com

T7AT704—)I—IL (EF*xa T+ J)—7) ZRETS

5T RADZYMICIE. X2 )T JIL—TE LTHGNE—ED T 741 77+ —ILIL—ILH
BFNICERINE S, Exa)T700IL—T1& NTUYIIPPRLANSFZA4R—=KPT7 R
LRCEEEINDZ F ST v I ZFHILE T, 77 4)L b TldE. AzureldRDPZ I RTDVMICER
RXKTBIEEHFAIL I, Citrix GatewayH &K UADFSH—N—HTLS ST v (443) %ERX
TRIBELNDHD X,
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VM®DNetwork Interfacesz i F. Network Security Group>NI)LEZ 7wy I LE T, BYRR Y
FNDO—O NS5 T740 v U %FHFAT 3K S ICInbound security rulesz s E L £ 95

Settings

e R & RO

SUPPORT - TROUBLESHDOTING

B Auditiogs >
RN :
BEENS R
e 1VAL—ILERERIZ. FASDODA A M—)LEEBRICEETRIEER Y T 7L VAT,
o —fRMRFASEEIZ. BB T7—F T FvORERICFLHENTVET,
o IN\DY—] BBEIF. BELBHOEETHBNINTULETD,
89
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RS

ZDtIT3>D/INTY—EEETIE. Federated Authentication Service (FAS) DB ERIER & &
BOHARAAERMHELET,

BERER

* FASDA VR —LEHIHAREDEER ) T 7LV RIE. A VR =)L EHER DFEBET I,

c BEET7—*70F v OEETIH. TBBFAST—FTI/FvOBBL. LDEMBT—F7T
TFvICEATBMDEEAND) VT2 RMHLE T,

Al BAFE RS D A8 AY

CDFEETIE. FASEEOVY =)L THR—FINTUVWARVIEA#EY —N—CRE 37D

D. 7x7L—>3 VR —E X (FAS) DEERERICDOWVWTEHBEL X9, FIETIE. FASH
Rt 9 BPowerShell APIZFERLF Y, CDEEEDOFIEZEITT SHIIC. PowerShell DEARAIZRA]
BB ETT,

TCP 77tz X BICMicrosoftGFEB#4BE = 8K T 3

T 7 # )L b TlE. MicrosoftZERR##REIE 77 £ X ICDCOMZER L £d, CNIE7 7477 +—)L

TFaAVTAZRETIRICEMSZDH O TAEMDNH B 7. MicrosoftidERNTCPR— kIC

IDBXZT-HDREZFRITTUVET, MicrosoftiEFHHEEI T, DCOMIERL/ NI Z =,
[CertSrv Request] DCOM7 P U —> 3> 7ONT1 ZRELE T,
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CertSrv Request Properties L?2] X
General | Location | Securty | Endoorts | identty

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint BN

Ssetect the DUOM network protocol sequence that you want to
=y~ Bdd Enterthe endpoint datals and dick OK when you have
“ finished

Protocol SW.AE“W‘ Cormechononented TCPAP W

[isable protocol sequence
Use defaut andpoints
®) Use statx: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic endponts

oK | | Cancel

Leam more about getting these properties
0K || Cancel
TV RAAY b ZEBLTHOTY KRBT FEBIRL, TCPHE— FESEISELET (L5
DX TI£900),

MicrosoftsEFAtERE = BiEcs L. SEFAZEEKRZXEL X9, netstat -a -n -b EEITIT B L.
certsvrh'ZR— F900T w AV L TWA Z DR TE X I,

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

DCOMIZIFRPCR— b ZFALIROASIT—> 3 VEENH B 70 FASTH—/N\— (F7IIEEEA
WEZERT MDY ) ZEBRTIVEREHD FEA. V717> FHDCOMEFERT 344
ENHZHE. AAEY —/\—LEDDCOM RPCH—E XIZEF L. HEDDCOMHY —/N\—ADT
JERXZERLEFT, CNICKDR—F00A BN, DCOMY —/N—IIFASH —/N—ICH&Ht A A
ZETRLET,
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A—Y—GAEZFERT S

FASH—N—RTI—Y—RAENFaIERIND . I—F—0OJ 4 VERAKBICHEIN
9, UTDEI>a>TlE. BE—FIZEHDOFASH —N—TINE2ETIT D AHZEICDOVWTEA
LEd,

Active Directory1—H'—DU X BT 3

KOBUCRTELSIC. ADEIITY L. A—HF—DURbE2T70IL (T ziE. csvZ 7-1)L)
ICRFT B ET. StBAZEDERZHETT £,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUserld. 1—H—0DQU X %I T $3-HDOEENAZITVRL Y FTY, LEDOHIC
I&. UserPrincipalNameZz 5. 7HDU Y cXT—R AN 1B THHIA—HF—DHZ) AT
BIHDT 1 IILZ—F5IBHIEENTUVET,
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SearchBase5|#i&. ADO DR TA—H —%IREITEIHNZERKDIAAE T, ADRDOITARTD
A—H—%2EHVGEEIF. CNEERTEET, T 2OV VEZHOI—Y—% R A8E
MEAHD ET,

CSVIZRD L SICHD Fo

B user_list.csv - Notepad

File Edit Format Wiew Help

"UserPrinci_EﬁNamE"H
"testuserl@bhvt. local”
"testuser2@bvt. Tocal”
"testuser3@hvt. local”
"testuserd@bvt. local”
"ucs3isBbvt. local”

"ucs3o@bvt. local”
"jime A N@kver Tass1"

FASH—/\—

RDPowerShell 27 1) 7 g MENCER SN —H—UIbZzEFGL. 2—Y—GRED
A bEERLE T

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule
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if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

BHEOFASY —N—H'H 3568, BHEDI——DIFREIX2RIEMINE T, 1DIEXT1 > —
N—T. HI512F 7= Il A—N—HY—N—TERINFT,

DX o) T RE. Tdefaulty EWSEFIDIL—ILICHIELTWET, BAZIL—)LE (fF)
Thello] ) ZFERT3HEEIE. X7V T EHADOSruleZHEZTELTLLETI L,

- Citrix FAS Administration Console - connected to localhos

Initial Setup | Rules | Advanced

A rule defines a2 smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default V4 @ Summary
hello 7 W
Rule name: hello
Status: Ok
Template: Citrix_SmartcardLogon

B IR BISTRRE D EH
BEOFASH —N—DMER TN TWVWBIBE. OJA L TWERA—HY—ICEEr 525 i<,
FASHGRIIRAEZ EHTET X7,

GUIZER L TFASZBARITACELHTETEXT,
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Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te puklish the templates cn ancther certificate authority.

Authorize this service Reauthorize

An authorization certificate is configured.

Deauthaorize this service.

Create a rule Create

You have 2 rules configured.

RDY—4 >R T LET,

1. FTLUWEEREERAZE 2 EB L £ 9, New-FasAuthorizationCertificate

2. TLWESREIIBZDGUIDE X EL 9, Z#HllE. Get-FasAuthorizationCertificate (C
EoTRETNET,

3. FASH—N—%X>TF >V AE—RICLZXT: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEGPAFAAZE# 30 L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%Z X T F 2V RE—RH SR LET: Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HULVEEEEFBAE#HIPR L £9: Remove-FasAuthorizationCertificate

BEEB R
o A1 VAM—ILEEBHODEEIX. FASOA VA M—ILEEBRICETZEER ) T 7L VAT,

s —RRANBRTITL—2a B —EXRBRI. BERT7—FTI/FvDOREFICTEHSNTV
95

« TOMD TNADY—) BBHIF. BEREHOEETHENTNTLET,
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WEF —DRE

IEC®IC

MEF—IF. XY FT—IF—EXTADY MIEL>THRESN. TIAILFTIIRR—FR
AELTY—7CNE T,

MEF —ICIE. RO2BENHD £,

« Citrix_RegistrationAuthoritysEFBE 7> 7L — k5 D BERHEEIIAE ICBEEN T S NIBER
q:_o

« Citrix_SmartcardLogonzEFAE 7> 7L — b D 5D 21— —SERRFICEER T SN cE
q:—o

RIRICIZ. 2D DEFHRIGIEENH D 9, Citrix_RegistrationAuthority_ManualAuthorization
(77 #4)L hT24B5R98%)) L Citrix_RegistrationAuthority (57 #JL k T2ERE%) T,

Federated Authentication Service (FAS) BIEI>Y —JL®d** [Initial Setup] RTDRX T v I3
T. [Authorize] »Z 7w F3E. FASH—N—IFF—RT7ZERML.
Citrix_RegistrationAuthority_ManualAuthorizationsEFBZ A DEEFHE EXE R % SRR IXE L £
Yo CHUS—BRFNARIERRE T, 77 4L b T24RMEM T, SEERHREIL C OERE % BEHIC
HITLEE A FHITIE. PR TEEENFETHEE I IHNEN DD F9, sEAZHFAST —
N—IZFITEINDB . FASIXCitrix_RegistrationAuthority ManualAuthorizationsEBBZE % 3 L T.
Citrix_RegistrationAuthorityiEBBZ (77 # /L b T2ERBER) ZBEHMNICEEL £9, FASH—
JN—I&. Citrix_RegistrationAuthoritysEFBZ % E5d 5 £ 9 < IC.

Citrix_RegistrationAuthority ManualAuthorization®DZEEAE & +—%HIFR L £ 9,

FEEBIEERE ICREN 1T SNIcHE T — [IRFICHBMED S <. BREEERRER) > —IC&k

D, MBEX—ZFRBEI3EIE. TYTL—bTEBREINI—Y -ty MW LTRSS EKREZ
RITTEBHTY, BRELT COF—ZHHI3EIF. €0y FROEEDI - - L
THRBRICERTEE T,

FASH—N—IE #EBOEF a2 ) T EHICE oA EATHEF—ZRETSLIICHERTETX
T ROWThhZERLET,

o BIRHEEISIEAE & 1 — ' —FEBRE DOME F — DM AIC. Microsoft Enhanced RSA and AES
Cryptographic Provider & 7zl&Microsoft Software Key Storage ProviderZz £ L £ 9,

o BERHERISIRRZ DB+ — ICIX Trusted Platform Module (TPM) F v 7% fig X 7=Microsoft
Platform Key Storage Providerz. 11— —3ERAE D F —ICIFMicrosoft Enhanced RSA
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and AES Cryptographic Provider & 7= |&Microsoft Software Key Storage Providerz {8 L £
ED

o TERMEEEIAAE 1 —H —SERZEDOMEF —DEAIC. HSMT /N1 X % {E X 7cHardware
Security Module (HSM) >4 —®DCryptographic Service % 7=|&Key Storage ProviderZ f&£Fg
LEXT,

ME -+ — DIBHERTE

FASZ3DDA T2 a>DWVWINMhZFERT AL DICHEELET, TFRAMNIT4 X—ZERALT
Citrix.Authentication.FederatedAuthenticationService.exe.config7 7 T IILZ#REL X, 771l
DT 7 4 bDIFFRIE. FASH —/X\—®DProgram Files\Citrix\Federated Authentication Service 7 #
IWA—KNTY,

A—71 7 1 X & N7-Ef&(/en-us/federated-authentication-service/1912-Iltsr/media/fas-privatekeys-
config-file.png)

FAS (3. B —EXRBRICOABRT 71 Il 2HAWMD £, EHNEESNLIHZE. ILLRE
ZRMEEBICIEFAS ZBESHTIVENHD T,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JL TEE T ZEZ XD &L 5
ICRELF T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI £ CNG API Z
UDEZEY)

fi& aOX> b+
=W CAPIAPI ZfERHL XY
false (77 # /L k) CNGAPI ZfEEBL XY

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (9 3 7ON1 4 — D%
Ail)

fi& aOXY bk

YA 70V 7 hE{ERSAL K AESEES1L S T 7 #IL LD CAPI Z7ONA 4 —
ANA A —

Microsoft V 7 bz 7 ¥— X bL— O/ FTI7F)LbOCNGFONAH —
18—
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&

Microsoft 75w k7 4—LF— XKL=
ONAH—

HSM_Vendor CSP/+—X L —>7O/NA
H—

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZE |2 D A i4

Z=))

24

aAXY b

FT7AIILbOTPMTONA S —; TPMIZ2—
H—F—ICIFHERINFEA. TREEF—
ICDATPMZERL T 2E L, FAST—
N—ZREBILRIETEITIT B TFTEDN D355
& REIEDHR— TN TVWEHE SH%E
TPME KUONAN—=NAHF—R >R —|ZFESR
LTS,

HSMAR YA —IC &> TR F T, EIEN

VA—ICKOTEBRDFET, FASH—N—% 1R
BULRIETRITI 2T ENHZHE1E. k8

A R—EETNTVBIHESHEHSMAR Y

H—ICHESR LT IEEL,

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Z7O/\7+ PROV_RSA_AES 24 &
L&, CAPITHSMZERLTHED. HSMA
VA—DBIRIEE LBWVWRD., BIZ24TH D
RENHD X7,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FASH\TIZRI#IR{ERZ 1T

TRIVENDBHE. CCTRESNLEZFERLEY) WERD TTI/XR—- A 737

EHEIELES, N— RO 7 THR—FINTWVWBREES. TPMF—IX L —JOFEAZHFILE

ER

ik

NoProtection

GenerateNonExportableKey

XYk
WEBREX—IZITIVRAR—FTEZET,

TI7HI b MBEX—IFITIRAR—FTEE
Ao
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&

GenerateTPMProtectedKey

aAXY b

MEL—IITPMZEER L TEEINE I, W
FF—IE. ProviderName TI8E L 7=
ProviderName (fil] : Microsoft Platform Key
Storage Provider) Z/t L THREINE T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (M#Z X —DH 1 X%z Ew FE

fUTEELEY)

ik

2048

aAXY b

T 74 ko 1024F 7-134096HFAHTET £
ER

RET7AILDOERKIE. RDELSICTZ T AIICRRIEINET (A VXA —ILEFEOT T I+

BARTRRENTVEY) o

Pl.r;);:jzsr “True” “False”
CAPI API (CNG API)
CSP ( )
Crypt 32 Lib CNG Lib
Microsoft
Provider EnhandceAté:SA HSM Vendor HSM Vendor Microsoft Microsoft
o : Csp KSP Software KSP Platform KSP
Name Cryptographic < i
Provider
K
Provider
Type
i v
Protection Exportable Key Protected Key
Key
Length ‘ 1024, X Mor 4096
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WE S 7 1) A DA

1

C D TIE. Microsoft Software Key Storage Provider £/ L TIR1Z S 1 3 FERHERISIBAZE D
BX—e1—Y—BREOMEFXF—ICOVWTEHHAL 7,

CNRETI7FILEDA VX b —ILBEBR TS, EMOMERIBRISVED D Tt Ao

#l2

DB TIE. BERHERISERZE DM H Microsoft Platform Key Storage Providerz /' L TFASH —
N=—DIYF—R—FDN—FT T T7TPMICRESN. I —H —FEREOWERE D Microsoft
Software Key Storage Providerz £ L TIREEND & ZR L F T,

COTFI)ATIE FASH—N—DIHF—KR— K LEDTPMA TPMBELETTD RF a2 XY MTHES
TBIOSTEMICE N, Windows THIEAft SN TVWB e il LTWE S, <https://
docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-vista/

cC749022(v=ws.10)> ZHEB LTI\,

FASEEIO>Y —ILDOER
FASEIEOVY =LA 7504 VDIIAEERERERITTIT AV D, BEHNSERIEREIIRE
DAY SA VIRAZELERZHFT LABVED., ZOFEARIFHEINEE A

BEOVY —I)L%EAL TCFASOPEBRZ TS BIE. RVID2DODFIETH SEABT> T L —
ORIy 7y DA ETT L. ETDE. MOLSITEDH T,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates con ancther certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.
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FIEL: RO L SIS, BRI 7 AILORDITZEEL TREL FT5

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

T7AILFRDESICED T

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ --—>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —-—>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) --—>
<!-- add key="Citriz.Authentication.UserCredentialService.Systemlog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" wvalue=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—ERDTPMIFERZHIRL 9. 77 #)L bDERIF2048E Y FTT, N—=RTT7THR=-hK
SNTLSRRERELTILE L,

FIE2: Citrix Federated Authentication Servicez B8 L T, B 7 7 1 ILH S EEZFAHED £
ER

FIE3: H—ERZH&ELF T,

ATv T4 SERRHRR Y —N—D S REPDIIFAEER T FHTRITLE T, BEREBESIRAZENE
BEhde, BEIOVY-ILOEYNTYTII—HTVADRATY T3DEEBICHEDET, CORS
T. BREREIFAZEDOMEFXF —IITPMTERINTWVWET, SERAEIET 74/ FT2EBBEWT
ER

FEREBIIERE OMEF — D TPMICEEL K REFESN TV C 2R T 2SI UTD
PowerShell X > FZFERAL £9, SHREEIIAZDOMEF —DTPMICRESNTULIHEE.
PrivateKeyProvider 7 + — JL K |& Microsoft Platform Crypto Provider |Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATV TS RET7AINEZUTOLSICHRELEL XD,
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<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

FASIZITPMTRESNF—Z2F DA - —RAEZEMTET X IH. KFERLEBRATIE
TPMN\—R I T7HEITETIHFBENHD X7,

ATYT6: FASEHEHLEI, ChICED. Y —EREFRET 7ML ZzBHEAAHL. BES
NcEZRRLEFT, TOROEBBMWE X —I1RFEIFI— GRS F—ICEEZEXFI, b
DIREIIMEF —Z TPMICIRTEE §. Microsoft Software Key Storage ProviderzfEf L £ 9%

ATV ST FASEBEOVY —ILTIL—IET%ZERL. 1A M=)LEERTHBEINTWS &
SICREZRELEX T,
PowerShellDfERA

EERHERISIRAZE (X, PowerShellz R L TA 754 Y TERTEF F9, ik GEBREREM A >~
S4 VIRAEEREREN L CEREBEIEEEZRITIACEZEFHRVERICELTUVWET,
FASEEEOVY —IIZERLTA 754 OEFEEIIAEERERZITO CCIFTET EFHA.

A7y 1 BEOVY —I)L=EB L TFASOVEBRZT O, EERET > L — DB
¢ TEEEB¥BED Y R 7y 71 DRVID2DDATY TDHETT LET,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates con ancther certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment,

You have no rules configured.
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ATwv T2 . GEEARBEY —N—T, SEEAET > TL— bMMCRF v 71 > ZEML £ T,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+rZ2HI Vv o L. TV7TL—F
DEHZZEIRLET,

SR TEZBIRLE T, Qi BEMBERZZEELXY, COFITIE. &Rl Offine_RA T. B%X)
HARSIZ2EE T 9,

Subject Name | Server | lssuance Requirements
Superseded Templates | Extensions | Security
Compatibility | General | Reguest Handling | Cryptography | Key Attestation

Template display name:
|0ﬁ'|ine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2flyeas ] [ 0f|days

[ ] Publish certficate in Active Directory

[ | Do not automatically reenroll f a duplicate cerificate exists in Active
Directony

AT w7 3: GERAMERE Y — /N —T. EEEAMEAMMCR v 7o > ZEML £9, BEEAET>TL— b
2BV I LET, FIRZHERL. BITIBMAET > TL— b2 7w I LET, EERLEEE
MODTUTFL—bZZERLET,

257w T 4: FASHH—/N\—TXDPowerShell A¥ > KL w rEO—RLZE T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1
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ATw T 5: FASTH—/N\—DTPMATRSAF —R7%Z 4% L. FASH—/\—TXRDPowerShell 1<
YRLY b EASDLTERAZELEREZERL £, F: —LOTPMIFF—REZFHIBLET, T
7L bDF—RIF2048E Y FTd, N—RIT T 7 THR—FINTVWERF—REZIELTLE

TLY,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \&lt;FQDN of
FAS Server>

B -

New-FasAuthorizationCertificateRequest -UseTPM $true -address

fashsm.auth.net

RDESICRREINE T,

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

Id : 38b@3a38-9e67-494a-b5fc-co8fe321d11f
¢ [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

Sstatus : WaitingForApproval
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e Id GUID (Z D Tld T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39) ) &, BHEiD X T v
TTREICHED T,

« ZODPowerShellAY Y RLw k&, BEEFEIRAEDOMEF—ZER T I HICHERT
NBIEREDD TH—N—F1 K] £EZTLIETL,

« COOAXYVRLY FZRITT B L. FASOEEIRFICHER T 71 ILH 5 FHRARSNIED
Fryvidn, FEIZF—EINRESNET (F7 4/l iE2048)

o ZOFFIDPowerShell THIIA S NI B ERIERBFIAAEME F —12/ETIE. -UseTPMHI$true
ICRESTNTWVWA O, PRXTLIITPMOBEBRICKHRERREL—HLBEWVWT 71ILH 5
DEZEHRLET,

e ZOOXYRLY FERITLTH, BRT7 77IILOREIIEEINEHE Ao

o« FOEDBEFFASHIAD — —FEAEMER T —I12ETIE. FASOEERIC T 71 ILH 55
AESNI-EIMERINE T,

e FASH—N\—H 21— —FEREEHT L TCTPMTRESN I — —IBEEWET —%
49 355, Bl 7 71 )L DKeyProtectionfE %z GenerateTPMProtectedKey ICERE T
ZEHAEETT,

\

TPMBIF—RT7DEMICERSINI-C CZHESRET BICIE. F—RTHEM SNz FICFASH —
N—DWindows TNV fE2a—7—OF7 TV r—oa>Od =20 £ 75,

l:D Information  22/07/2019 12:3%:42 Citrix.Fas.PkiCore 14 Mene
CD Information  22/07/2019 12:5%:41 Citrix.Fas.PkiCore 16 Meone

1 Information  22/07/2019 12:55:41 Citroc. Authentication.Federated Authentication5ervice

Event 15, Citric.Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVWAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bb61-44af-2d21-
1159d864d82¢]

HmWT
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Application Number of events: 3

Level Date and Time Source Event|D Task C...
@ Information  22/07/2019 12:39:42 Citrix.Fas.PkiCore 14 MNone

f1 Information ~ 22/07/2019 12:59:41 Citrie.Fas.PkiCore
@Information 22/07/2019 12:59:41 Citrix.Authentication. FederatedAuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey::Create [Identifier afae7c8d-33ff-4cf6-bd96-75fa3eb0bd3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

: "7 0O/\ 4 —: Microsoft Platform Crypto Provider"

Flg6: SIAZEERE I aVEZTFAMITAZ—ICIE—L. THEIRT7AILELTTA R
JIRELED,

File Edit Format VYiew Help

MIICaDCCAVACAQIwIZERMBBGCgmSIomT81xkARKWEUNpdHI peFRydXN@RmFicmljMIIBIjANBgky
hk1G9wBBAQEFAAOCAQBAMI IBCgKCAQEAwAtWoCLXTu3y IscT8Y5v/7zuYqBhbHkhZV3wTNFROXW
1hCMui7X4YpTE7CbItgiFY /9SEBa95tGeTVpelibbgkoZCdxydc2BuX6INZrLi9hAF1bInFPgrz+
vbG3Y{KuKtK35JpGgYWjUEDzKiQFaob3Dkh/pwP3V7@cEYthxBSC fbaNIMHOEFbepoSYOCAfunXl
snwIbXD91c/fGyl/3Ff94PAfbNrjEIOHC+48y /lsPgPRgcqIXBuRjzpGjOgOWR01S9g220Y5PWDT7

FFvZvoQkRy SNXXCAT J+xxYEPLp2JulaElWXrTIG+XP35nG,/oCCPit7iUITIc9F jGa2qTUQIDAQAE
oAlwDOY JKoZThvcNAQENBQADgsEBATIVEjROXWHIvztpjxPel zANBs rLpOsCFNdvYn9u+1718Gsr
Atul Jud+AndY2Rw7b6pixEICVErqd SGy+witPnlUZoAfEelglVht 2RVFbEd /Ns6+Mc+F5bFeglHs8c
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p7 6wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JEPEKMopWTY ZXGz5ClufxevcB1K
+tTHItOY IMExw3+6TLcfulBjrd8KITdCSSMU7LIulaj TNZISZ+1eME1TATOIXG /ABT o=

FIE 7: FASH —/N—TPowerShelllZ XD & SICAFIL T, FIFAZEERER % SEBEMKES IXE L £
ER

certreq -submit -attrib "certificatetemplate:\&lt;certificate template
from step 2>" \&lt;certificate request file from step 6>

£

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\Users\Administrator.AUTH\Desktop\usmcertreq.txt
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RDESICRTREINE T,

PS C:v\lsersifAidninistrator.AUTH* certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:iUsers\Administratoer.AUTHY\Des
ktoph\usmcertreq.txt
fictive Directory Enrollment Polic

L4F76160E-DBOC-B021-AkFD- 2E295ﬂ21??32}

ldap:

COBFRT, A XA D4 Y ROUDRRREINZFBEDHD £9, CDHIDIEBHEEETIE.
http (£) £ DCOM (F) A DEFEHIEMICE>TWVWET, FAAELRIBEIEZ. DCOMA T 3
VEERLE TS

Certification Authority List (2 [ x ]

Select Certification Autharity

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local ([CG-DIC

CG-DC-2-ER-CA (Kerberos) rg-de-2.auth.local

| oK | | Cancel |

SEBAREREAMEE S5 . PowerShelllCRequestiDA R INE To

PS C:v\lsers™Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users‘Administrator.AUTH\Des
ktoph\usmcertreq.txt
fictive Directory Enrollment Poli

{hF?616ﬂE DBOC-4021-A4FD- 2E295ﬂ21??ﬂz}

Certificate request is pending: Taken Under Submission (D)
PS5 C:vUsers™idministrator AUTH> _

FIE 8: SERRHRA Y —/N— T, EFA#RA MMC X+ v 1D %0 )w o LFd, BEXRID ZXE
LEd, ki BXRxHIVvo L. ZFRLET,

FIE9: /—RZERLET, EITENLREDDDIRAEZRDITFET (EKID H—HT 3I1ET
TY) o FTNIOVY I LTAREZRETEYT, 2TZ2FRLET, 20U v I LET, iAE
DIVAR—bTaF—FHEHLET, 27V vILET. 77MIERICOVT. ROF
DavEERLET,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

FERiE THEE X vE—I@XIEE - PKCS #7 SEFAE ((P7B)) THDO. TAIBETHNISIEEAD/N X
ICHBIRTOIRAEZSHS] NFBEIRSNTVBIHURELRHD £,

FIE10: TV RKR—rLFHBAET 71I)L%E FAS H—N—|COE—LZE 7,

F)E 11: FAS ' —/N\—TXX®D PowerShell Y > KL v b E AN LT, BERERISIRAZE % FAS
H—N—ICAVR—FLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

ol

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

RDESICKRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

CREBEEEAZ OMEF —D TPM ICEEL K IREFESNTWVWBR 2R T BICIFE. XD
PowerShell Y > RZEAL £9, BREEFAAEOMEF—N TPM ICHFEREINTUVBRIHZE.
PrivateKeyProvider 7 o+ —JL K |& Microsoft Platform Crypto Provider |Cf%E £ 95

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FIE 12: FAS BIEOVY - ILZFALTH S, BEEFLF T,

- Citrix FAS Administration Console - connected to localhost = || = -
Initial Setup ‘ Rules | Advanced ‘ Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The autherization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to pubklish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deautharize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment,

You have no rules configured.

E: TZOU—EX%&EFE OFIBEICKREDF v II—IDMTVWVTWVET,

ATYF13: FASEEIYVY —ILTL—=ILRTZERL. 1 VR b= )LEBRRICEEH SN TV SK
EZiRELF T,

%l 3

CDFITIE. HSMICRFESN TV S EHREBEEAIEAZE OME F+ — £ 1 — 1 —FBRZEOMEF—ICD
WTEEAL £9. COBITIE. HSMA R INTWVWB ZEZEIRE LTWE T, HSMICIE. 7=k
Z & THSM_Vendor's Key Storage Provider] &S 7ANA R —&DHD £,
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RABILERIBECFASH —N—%2 RT3 FELHZESIE. NATN—NAHF—DHR—KIZDWT
HSMAR YA —CHEER L TLEE LY,

ATy 7L ERBIOVY —IIEZFEHALTFASTZRAICEY b7y T3IC. TRERET> L —
FDER) & TEEEB#EEOt Y b7 v ) ORVID2DDATY TDHETT LET,

Initial Setup |Ru|es| Advanced‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

AT w7 2: HSMDProviderNamefBNEI TH BN E D Z I B ICIE. HSMARU A —D RF a2 X
Y hEBRLTLLIEETV, HSMACAPIZERLTWVWAHE. 7AONAA—IERFa X kT
Cryptographic Service Provider (CSP) X LTEBRINZ ZehH D £9, HSMACNGZFER L
TW3IEE. FO/N1 4 —IFKey Storage Provider (KSP) ¥ L TEBRBINBZZehHD £,

2AFYTIEBET7IINERDLSICRELEF T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

T7AINERDESICHED T
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) ATIE. HSMHAICNGZER L TW37=8. ProviderLegacyCspfEidfalselZf%E SN T
WX 9, HSMA'CAPIZER L TW35E. ProviderLegacyCspfldtruellfRE T 2 HEHLH D F
Fo HSMA'CAPIECNGD YL 5Z AL TWVWAEHWZHETT BICIE. HSMARY A —D RF a2 XY
PE22RLTIIETV, oy IERMRSAF —ERTHR—- TN TVEF—RICDOVTH,
HSMARY A —DRFa XY b EBRLTKEIV. COFITIE. F—RIFT T+l bD2048E
MIRESTNTWLWET, BEITAF—EMIN—RIZT7THR—FINTVWR e ZHRLTE

Ly,

25w 7 4: Citrix Federated Authentication Servicez B8 L T. RE T 7 1 ILH SEZEFHTHIAH
7,

ATFw T B FASEEI VY —ILOYHARER 7 T&ERBE V1) w2 LT. HSMATRSAF —XR7%
L. FAFAZERERZERL £75

2TV 6: F—RT7HHSMTEM N/ & &L T BICIE. WindowsI R cOg 071
Jg—=ayvIVh)EBERELET,

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-

eventlog-hsm.png)
A [7ONAA— HSMARYA—DF—X ML= FO/NAMX—]
FIE 7: SEEAREEE U —/N—T. GEFABIMMCOREPRDER / — FZ:ERL £7,

O—#5 34 X T i-Eff(/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-

cammc-pendingrequests.png)

BR2EGI7Vv I L. BIT=BRLET,
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x: TCOHY—EX%ZERETD) OFIEICIIFEDF T vII—IDFVTUVET,

O—#1 54 X &N izEff(/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-
startup-threestep2.png)

FIE8: FASEEIYY =L TIL—ILZTEERL. 1V AM—LEBRICEEHEEINTVBELSIC
RETwRELE T,

FASSFEAEX L —

FASIZ. SERREZE%R1F T B T-0OICFASH —/\—_EDMicrosoft;EFAZ X b 72 FERA L FtH A. EHIA
HTF—BR—2%2FBL X,

BRI IFFAZEDGUIDZEYRFE T B I1CIE. FASHH—/N\—TXDPowerShell ¥ > KL w b E AL
£9,

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \&lt;FAS server FQDN>

Bl Z X, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :

O—#5 34 X TN izEff(/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-

get-fasauthorizationcertificate-example.png)

JI—H—FRED) X b ZEBET3ICIE. XRZANLFT,
Get-FasUserCertificate -address \&lt;FAS server FQDN>

Bz |X. Get-FasUserCertificate —address cg-fas-2.auth.net

00— 154 X &N izEfR(/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-

get-fasusercertificate-example.png)

WERBETREFET D-OICHSMEFER T 355, HSMO YT FIXGUIDTHE SN E I, HSM
NOMEZERDGUIDIE. UTZFEBALTHISTEXY,

Get-FasUserCertificate -address \&lt;FAS server FQDN> -KeyInfo $true
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IR

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true

O—#1 34 X & NizEfR(/en-us/federated-authentication-service/1912-ltsr/media/get-

fasusercertificate.png)

BEEB R
o 1A M—ILEIERIZ. FASODA VA M—ILEEBRICBETREER) T 7L VR T,

« —IREVBFASOERIG. 77 L—> 3 VI —ERT7—F T/ F v OMBDLFICT LD
SNTVED,

« TOMD TNhTY—) BFIE. SERBROLE THRNTNTVLERT,

EXaVTo Ry T — DT8R

Federated Authentication Service (FAS) |&. Microsoft Active Directory & & U Microsoft ZiEEF#E RS
CEEIRETNTVERT, RAMYOAY PO—5—PZOMOEELRA VTSIV F v EE
BRICC EF 2T RS —ZHREL. PATLDNBEYICEBESLVOREINTVS C CZHEER
T35 EHFRARTY,

CDORFaAXITIE FASZRHEITBRICEBRIRNETEF 2 T BEOHBEZHBEL £,
Ffe. 1VTSRMNSOF v DIREICERILDOFBEIRERAEDHIE LI L £ 5

Ry FI—IT—XFIF %
RDOEIF. FAS BRRATHEAINZEEL IV R—2 beEFa )T BRZRLTVET,

FAS H—N—Id. FEEBARBEB LU R X > bO—5—&dHIl. tFall7s LEER1Y
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